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Abstract-

Disruptions in the process industry often cause longer
downtime and less effective operations. In the case of
automated operations, when mistakes have the potential to
significantly affect product quality and cost, this is especially
important to keep in mind. Human immune system research has
been used as a starting point for solutions to this problem. An
AIS can be created to identify and segregate problems in the
manufacturing process in the same way that our B and T cells
identify and eliminate infectious microbes in the human body.
Protége was used to create an ontology focused on the immune
system. The AIS model is preprogrammed to identify
interruptions and launch an immediate countermeasure. The
model can dynamically adapt its response to the unique
interruption it meets by allocating weights to different criteria.
Fifteen input/output factors affecting process downtime, system
efficiency, and consumer-centric value were evaluated to put
this approach to the test. They tested how well the AIS concept
worked in a lab setting. As a result, this method offers a
potentially fruitful way to enhance the effectiveness and
dependability of automated operations in the process industry.

Index Terms- Human immune system, Alarm trip point,
disruption, Smart manufacturing system.

I INTRODUCTION

Due to the increasing complexity of modern production
systems, they are more vulnerable than ever before to a wide
range of interruptions. Process downtime, material loss,
efficiency, and production are all negatively impacted by these
errors and interruptions. The failure of a drive or a sensor to
calibrate properly, the destruction of a tool, the loss of a gadget,
etc., all fall into this category. Using an intelligent system is
necessary in order to counteract the aforementioned
disturbances that have a direct impact on the cost of the final
product [1]. Even worse, if not dealt with properly, these
interruptions can set off a chain reaction that will cause the
entire manufacturing facility to crash and burn [2].

The human immune system provides a valuable model for
creating effective systems that can manage and mitigate
disruptions. By studying how the immune system functions,
researchers can develop frameworks that can anticipate and
resolve unexpected disturbances [3]. Despite the abundance of
literature on the conceptual framework of fault detection and
the incorporation of immune-based mechanisms into automated
processes, there is still much room for improvement, and
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generic principles and procedures need further refinement.
Although these methods have been shown to reduce the impact
of interruptions, their implementation in a real-world system
has been limited. The current work is an attempt to apply the
concept of the HIS inspired Framework for Disruption
Handling in manufacturing process (HISFDH), which was
inspired by the human immune system, to a practical
manufacturing environment. With the presented paradigm,
rapid disruption assessments and automatic reaction production
are both possible. Assigning weights relative to the database's
predefined states allows for a real-time assessment of
interruption impacts. The work is divided into the following
sections: (1) an introduction; (2) a survey of HIS; (3) research
on FDI; (4) a proposed HISFDH model; (5) a case study
employing the model; and (6) a discussion of the findings and
some suggestions for the future.

1. REVIEW OF HUMAN IMMUNE SYSTEM

The immune system protects the body from harmful
substances called pathogens that enter the body through the
skin. These pathogens disrupt normal bodily processes and so
cause sickness. The HIS is further subdivided into the innate
immune system and the adaptive immune system; both of these
systems accomplish the same goals. Pathogens are stopped at
the innate immune system's "gates," which include the skin,
mucous membranes, gastric juice, epithelial cells, and so on.
When pathogens enter the body, a second type of innate
immunity kicks into gear; these cells consume the invaders via
phagocytosis and display a portion of the pathogen's protein on
their surface as a tag, earning them the name Antigen antigen-
presenting cells (APC) [4]. Antigen-presenting cells allow the
innate immune system to recognize a large variety of infections
(APCs). To determine who or what is "Self" and who or what
is "non-self," APCs use specific receptors for pathogens called
Pathogens Receptor Cells (PRRs) on the surface of APCs [5].
The adaptive (acquired) immune response refers to the body's
delayed response to all foreign diseases (see Figure 1). T-Cells
and B-cells are the two types of cells in this immune system
(Lymphocytes). T-cells can function as either a helper cell,
promoting the generation and activation of B-cells (cd4), or as
a killer cell, killing target cells (cd8). There are billions of B-
cells, each containing a protein called B cells receptors (BCH)
that interacts with a pathogen via an epitope. When a pathogen
connects to a B cell, the cell goes through Receptor-mediated
endocytosis to engulf and kill the intruder. The B cell then
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adheres to its surface a specific protein strand (a tag). These
cells are also known as antigen-presentation cells (APCs)
because of their role in presenting the MHC (Major
Histocompatibility Complex) protein (Antigen Presenting
Cells). APCs produce interleukin, which serves to anchor T
lymphocytes. In response to interleukin, B cells undergo rapid
mitotic divisions to tackle a large number of similar infections.
During this process, some B and T cells mature into B and T
memory cells that can recognize the removed pathogen. It
lingers for a while to ensure a quick immunological response
that keeps the body safe [6].
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Figure 1: Human Immune System

The success of the human immune system has prompted the
development of synthetic immune systems (AIS). Many
scientists have attempted to replicate AIS's success by
developing their own systems with similar capabilities, such as
the ability to recognize antigens, to remember information, to
rearrange itself, to frame immunological reactions, and to
recognize patterns. Furthermore, immune-inspired systems
possess characteristics such as reaction framing, generalization
capability, and multilayer framing, which have been studied
extensively [7]. The "Self and Non-Self" concept has been
introduced in various fields, such as network security, milling
procedures [8], fault detection and diagnosis [9], and network
intrusion in computer algorithms [10]. In addressing
production, planning, and scheduling issues in industrial
settings, researchers have proposed various strategies,
including immunological tactics [11]. In discussing anomaly
detection and its applications in business [12].

I1. LITERATURE REVIEW

There are three main aspects to this literature review: foreign
direct investment models, alarm management strategies, and
artificial immune approaches.

A. Models for the Detection and Diagnosis of Defects in
Manufacturing Facilities

Fault detection and identification (FDI) is a typical strategy for
dealing with disruptions. Two competing diagnostic models are
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proposed, with specifics for both continuous and logical fault-
handling approaches [13]. A fault tree analysis (a more
advanced logical and continuous diagnosis model) was devised
to generate mayhem in manufacturing [14]. It proposes a
method for process industry disruption based on the usage of
hamming distance-dependent technology [15]. A more recent
work [16] presents a system that may instantly generate a
knowledge-based solution using PLC setup and circuit design.
A technique suggested in [17] generates automatic PLC
program code using a discrete event approach model for
problem identification. Another aspect is that it simulates
control logic using non-deterministic output automata [18]. [19]
presents approaches based on minimum manufacturing process
patterns that also leverage DESs for fault localization. When it
comes to modeling control processes, [20] implements research
based on autonomous automata. The finite state machine (FSM)
technique for disruption handling [21] represents a significant
improvement in this field. In the process industry, an amazing
function-based analysis was proposed to determine the source
of the sensor and actuator disagreement [22]. The Fault and
Behavioral Anomaly Detection Tool for PLC Controlled
Manufacturing Plant (FBMTP) offered here can detect
anomalies in the process sector. The primary goal of this
research is to use a novel and timed response mechanism to add
real state transition time into existing non-deterministic models
for fault rectification. A study in [23] provided a useful
forward-backward algorithm-based approach for predicting
remaining usable life and assessing online degradation. They
created a model that connects the rate of degradation to its
timeline. [24] created a concept that comprises developing an
architecture for processing sensor data and providing fault-free
zones in which machines can operate. A study in [25] uses
modeled nonlinear observers to detect and locate process
problems before activating the system's dynamic control logic
to mitigate their effects. A study published in [26] looked at the
costs of machine deterioration and offered many preventative
maintenance measures to offset the higher costs. They also
investigated the relationship between machine failure, quality
measures, and product defect rate. According to a study
published in [27], assembly line balance and component
feeding increased the impacts of mixed integer models on
consumer-centric value, lowering hazards in manufacturing
facilities.

B. Limitations

In a nutshell, FDI approaches provide a unified nominal control
process model as a means of dealing with specific disturbances
across the production line. Most of these accomplish their aims
by utilizing comparison approaches based on log data files of
control indicators. It is nearly impossible to retain an accurate
log of signal occurrence data in regulated systems with rapid
data flow. However, to lengthen the scanning period, such
devices require duplicate controllers. That makes it more
challenging to achieve instantaneous responses in real-time.

C. Alarm Management

Whenever time a plant sounds an alarm, it needs prompt
treatment. In the case of alarm, an ontology is defined that can
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be of use when analyzing a plant. The ontology-based linkage
of alarms presented by [28] makes use of managed data. To
fully realize the system's potential, it should be expanded to
include more sophisticated monitoring capabilities. A filtering-
based model for recommending stocks is shown in SIGARA
[29]. However, it doesn't provide information on required tasks
that need modeling in context. As stated in [30] a general
ontology for representing context is offered alongside context-
aware rules. It aims to demonstrate a framework that can be
applied in numerous contexts.

D. Artificial Immune System

Artificial immune systems draw inspiration from natural
immune systems as both are responsible for defending their
respective hosts from harmful microorganisms. The objective
of scientific research is to create artificial immune systems that
possess superior capabilities such as identifying unique features
of antigens, memorizing patterns, arranging memory,
converting capabilities, framing immune reactions, learning
from examples, processing information simultaneously,
utilizing a multilayer framework, and exhibiting generalization
abilities. AIS has numerous applications such as anomaly
detection, fault diagnosis, computer and industrial network
security, robotics, control, and optimization, among others.
According to a study by [26], AIS can be used for both constant
and combinatorial purposes. The immune system, as well as
the concepts of negative selection and clonal selection, are
crucial for the most common types of AIS. There was a
presentation of a negative-selection artificial intelligence
system by [31]. The use of immune system concepts and
mechanisms in engineering has shown potential for various
applications such as network intrusion detection, fault detection
and diagnosis, and DNA computing. One of the methods used
is clonal selection, where only cells possessing specific
characteristics identified by antigen receptors will proliferate.
The clonal selection algorithm has been applied to solve
computational issues, scheduling, and resource allocation
optimization. The artificial immune recognition system (AIRS)
is another implementation of the clonal selection method.

Researchers have also developed frameworks and
methodological guidelines for handling disruptions in
production systems using immune-based approaches. However,
there is a lack of focus on modeling disruption tactics, and there
is a need for more attention and study in this area. Ontologies
have been developed for dealing with disruptions in production
systems, but more research is necessary to fully realize the
potential of immune-based approaches in manufacturing. The
proposed method of developing an immune-based ontology for
the factory floor and implementing an immune-based disruption
handling strategy in a functioning system addresses gaps in the
existing literature. It is essential to give disruption handling
models the attention they deserve in the software and domain
of production systems to reduce process downtime and
optimize efficiency, associated with each manufacturing
process. The cell agents then use this information to make
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disruption management is their ability to adapt and learn from
new disruptions. As the immune system encounters new
pathogens, it adapts and develops new antibodies to defend
against them. Similarly, in the manufacturing setting, an
immune-based system can learn from new disruptions and use
this knowledge to improve its response to future disruptions.
This adaptability is particularly important in the manufacturing
setting, where disruptions can have significant financial and
logistical consequences. In conclusion, the use of immune-
based models in disruption management has significant
potential for improving efficiency and reducing downtime in
manufacturing systems. By leveraging the principles of the
immune system, these models can adapt and learn from new
disruptions, leading to more effective and efficient responses.
However, further research is needed to develop and refine these
models for use in specific manufacturing settings.

V. RESEARCH METHODOLOGY

For clarity, this paper suggests a two-step process.

1. The creation of an immunological ontology
2. Progress in immune-based disruption handling

We divide the process into two groups right away: physical and
digital inputs/tags. Then, based on the ability to detect digital or
physical labels, ontologies are created, and various agents are
built. The electrical inputs and outputs, such as drives, valves,
actuators, and so on, are labeled. Although virtual tags have no
physical existence, they can be quite useful in automating the
method for the coder. Virtual tags represent internal alarms,
fault bits, reaction bits, analog sensor ranges, and so forth.

The second level of methodology is a mimic of the immune
system's function in real-world organisms. Foreign pathogens
can be detected by human neutrophils and macrophage cells. In
response to a foreign pathogen, T cells generate interleukinl, 2,
and 3 signals, which cause B cells to multiply exponentially,
producing enough antibodies to load the threat (pathogen) and
render it harmless. Cell agents might also be used to represent
a manufacturing plant to ensure that it receives consistent
information from the control architecture. Following immune
system logic, both actual (i.e. Antigen) and fake (i.e. APC) data
are compared to the baseline (i.e. Normal Process) (i.e. normal
body cell). We are continually comparing and evaluating the
acquired data with each scan. When an uncommon incidence is
discovered, the appropriate B and T agents are notified. The
correct response is achieved as a result of the antibodies
generated. The database contains a collection of reactions that
are defined by a certain occurrence. The introduction of this
strategy boosts the immune system considerably (already in
literature). We provide a Fault Tolerant agent that continuously
evaluates the anomaly (with each scan). The fault-tolerant agent
intelligently selects the production flow based on the weights
assigned to the problem bits, assisting in the reduction of waste,
downtime, and customer-centric value loss.

decisions on how to respond to disruptions in real time. One of A. Ontology
the key advantages of using immune-based models in
http://xisdxjxsu.asia VOLUME 20 ISSUE 06 JUNE 2024 332-343
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Users, experts, and programmers may all speak the same
language thanks to ontology, which facilitates communication
and collaboration across all aspects of a given domain. The
study of ontology is concerned with naming characteristics and
providing justifications for specific assessments of those
characteristics. The ontology established in this study is
immune system-based and was designed for use on factory
floors, however its applicability is broad enough to include the
entire production facility. The created ontology contains
manufacturing process metrics directly related to the
functioning of machines/work stations of the floor shop, but it
does not provide any details about indirect parameters such as
inventory control, worker absenteeism, raw material quality,
etc. To that end, it seeks to address the control data necessary
for proper workstation operation and finalization of the process.

B. Cell Agents

The bits and matrices that make up a cell agent's memory hold
all the data necessary to run the factory. Real and fictitious
components of the production system are represented. SCADA
or MES data consists of both physical and digital components,
making it an essential controller/monitoring tool. The
manufacturing process serves as its habitat, and its behavior is
to exchange data with APC and antigens (both real and virtual).
The cell agent's job is to keep the other two agents informed of
their current state so that they can detect and respond to any
disruptions.

C. APC and Antigen Agents

An antigen agent will produce matrices tied to actual disruption,
whereas an APC agent will supply matrices of all possible
virtual disruptions. The database shared by APC and Antigen
Agent contains the sets of prospective disruptions, regardless of
whether they are actual or virtual. In addition, the database
refreshes and stores any unplanned disruption that occurs in the
production line. Cell agents are provided with status updates by
both the APC as well as the antigen agent. The purpose of the
antigen and APC agents, which are depicted in Figures 2 and 3,
is to identify any information in genuine or fictional tags that is
incorrectly matched or otherwise aberrant.

» Digital Output_Real_Disruption
> Analoge_Output_Real_Disruption
antigen agent = >
B Digital_Input_Real _Disruption

“ Analoge Input_Real Disruption

Figure 2: Antigen Agent in Protégé
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Digital_Input_Virtual_Disruption ‘
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Figure 3: APC Agent Instances in Protégé
D. B and T Agents

The APC (antigen-presenting cell) agent in an immune-based
disruption handling system is responsible for maintaining a
database of all possible virtual disruptions, as well as any actual
disruptions that occur in the manufacturing line. The APC agent
also provides matrices of these disruptions to the cell agents,
which are responsible for monitoring the status of the
manufacturing line. The antigen agent, on the other hand, is
responsible for identifying actual disruptions in the
manufacturing line and providing matrices of these disruptions
to the cell agents. Together, the APC and antigen agents help to
identify any mismatched or abnormal information in both real
and virtual tags, allowing for a more effective response to
disruptions in the manufacturing process.

‘ DO_Virtual_Disruption_Reaction |

i AO_Virtual_Disruption_Reaction |
[ Tagent
| DI_Virtual_Disruption_Reaction |
{ Al_Virtual_Disruption_Reaction ‘

Figure 4: T Agent Instances in Protégé

| DO_Real_Disruption_Reaction

| AO_Real_Disruption_Reaction ‘
B agent

{ DI_Real_Disruption_Reaction
3 Al_Real_Disruption_Reaction ‘

Figure 5: B Agent Instances in Protégé
E. Antibody Agent

It is the job of the antibody agent to cause the proper response
to be made in response to a given disturbance. According to the
proposed model, it serves as the reactant identification agent
most suitable for the reaction in question. It’s possible that the
disturbance would be stationary, but it's also possible that it may
be mobile and spread to neighboring stations. Antibody agents
are used to perform a thorough data search and eliminate
unnecessary reactions. The B and T agent reactions are
discussed in Fig. 6. It is made clear in the diagram how the
antibody agent coordinates its response with the B and T agents.
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Figure 6: Anti-Body Agent Instances
F. HISFDH Modelling Formulation

The purpose of the proposed methodology that is depicted in
Figure 7 is to identify and address potential faults in a
manufacturing line. This is accomplished by contrasting the
expected behavior of two modeled agents, the Antigen agent,
and the APC agent, with the behavior that is actually exhibited
by the cell agent. The method entails keeping an eye out for and
evaluating any peculiar patterns in the behavior of the cell agent
so that any possible problems can be pinned down to particular
locations. After that, the modelled agents, B and T, are
compared to previously defined fault sets so that a suitable
reaction can be developed to tolerate the fault. To process
reaction redundancy, using antibody agents and weights per the
current state of the process have been applied. The data that was
processed by the antibody agent are then compared by the fault-
tolerant agent, which results in the generation of the final
response. Figure 7, which depicts a flowchart, illustrates the
proposed technique. This methodology consists of five stages,
all of which are displayed in the flowchart.

. Detect

. Identify

. Evaluate

. Coordinate
. Validate
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Figure 7: Data Flow in Proposed Methodology

There is a numerical value that represents the reaction (RV).
The appropriate control action is determined by looking up this
response value in a database. There are three possible results
from the system. In the event of a critical defect or disruption,
the process status could be changed to "stopped.” Second, it has
the ability to "resume its running condition for some time and
then halt it" in the event of a defect or disruption of medium
severity, protecting against sudden shutdowns of the process
and so reducing the number of rejections. Third, "keep on
executing the procedure” is represented by the RV value of 3.
This again helps to keep things running smoothly without
interruptions, which is great for both productivity and customer
satisfaction. The proposed method's symbols and their
meanings are laid forth in Table 1 below.

TABLE I: Proposed Methodology Symbol

Symbol Detsils Symbol Details
W, Weork Siation CA Cell agent with real 1ags
r Real Tag CA, Cell agent with virtual tags

v Virtual Tag ABr Antibody real
Fr Real Discuption ABv Antiboddy virtual
Fv Virtual Dascuption Wa Antibody weights
Ab Antibody stances m Real tag alarms oc tnp pownts
Ap APC agenl instances va Virtual 1ag alarm trip poiats
B B agent instances Wy Final weight Virtual disnsption
1 T agent lostances W Final weight for Real disruption
V. RESULTS AND DISCUSSION
A. Detection

The key and lock mechanism is used by the biological immune
system to identify the invading pathogen. Where an antigen (a
particular protein) on the pathogen's surface allows it to be
identified. Activated cell-mediated innate immunity (APC)
cells have unique receptors on their surface (one for each
distinct antigen) to identify and bind to that pathogen. Here, the
data collected from the factory floor is used to simulate the
biological process in question. The term "“cell agent" describes
the nature of this information. The cell agent stores both real
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and simulated information, whereas the APC and Antigen
agents store alarm matrices from the production process (real
and virtual). Each tag has an associated alert value, as seen in
(4) and (5). The difference between cell agent data and APC
and antigen agent data reveals the disruption. Checks are made
at each iteration of the control logic. Every data from the
process is provided mathematically in terms of both virtual and
physical tags. To provide for the potential of both sequential
and parallel processing, the entire manufacturing facility is
broken down into a variety of different workstations, as shown
in equation (1).

Cell Agent,CA={W s 1,W s2,W s3........ W _sn} 1)

The process tags are separated into two distinct categories by
the cell agent: actual and virtual. "n" stands for the total number
of workstations, and "m" indicates the number of virtual and
actual tags that are contained within these workstations. "CA r"
and "CA v" are the identifiers that are used for the real and
virtual tags found in the workstations, respectively. The inputs
and outputs (1/0s) of the workstations are represented by
columns in the cell agent of the spreadsheet.

1 121 - Tm
T T2 - Tp2
CA, = (2)
Tim Tom - Trnm
rV11 V21 - Vi
vli2 w22 . vin|
CA, = )]
Llvm  vZm . vnm
rrall ra2l1 . raln
ral2 ra22 . ra2n
Antigen = . . . . 4)
lralm ra2m . ranm
vall wva2l1 . wvaln
val2 wva22 . wva2n
APC = . . . . (5)
valm wva2m . vanm

Disruptions in a production system can be detected in this way
by employing an AND gate to compare condition (2) with
condition (4) and condition (3) with condition (5).

CAr AND Antigen and CAv AND APC— — Fr
FrFrand Fv (6)

The two resulting matrices are called real disruption identified
(Fr) and virtual disruption detected (Fv). They are processed
further for defect identification and updated at each scan cycle.
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B. Identification

If problems have been found, appropriate corrective or
preventative actions must be taken. A practical solution is
provided by the presented model. In the biological immune
system, B-cells secrete antibodies that fight off invaders and
repair injured cells. When T-cells fuse with B-cells, they send a
signal via interleukin that causes the B-cell colony to grow.

In this strategy, synthetic B-cells (B-Agents) are deployed to
detect and report "antigen agent flaws," while synthetic T-cells
(T-Agents) are tasked with keeping an eye on antigen-
presenting cells. Since equations (7) and (8) express identity
matrices, the B and T agents can detect and pinpoint the source
of a problem by associating "1s" with only the tags that are in
error

11 .1
11 .1
Bce)=|. . . | O
11 .1
11 .1
11 .1
TCel)=|. . . .| (8
11 .1

Fault identification is achieved by dot product between B and
Fr, T and Fv with

Fr Dot B=Fr.B=ABr0(Antibody Real) 9
Fv Dot T=Fv.T=ABv(Antibody Virtual)  (10)

The two matrices generated through dot product are presented
to anti body agent.

G. Coordination

The antibody's job is to attach to the infection and neutralize or
kill it. After determining if a fault is simulated or real, the
suggested method moves forward with fixing it. Antibody agent
is shown it to determine if the problem is static or dynamic. As
seen in Fig. 7, after disturbances have been discovered, they are
coordinated between B and T responses and given weights. It
takes in matrices that are the results of multiplying the dot
product of B and T with the matrices for the real and virtual
faults, as shown in equation (9), and (10).

In mathematics, an antibody agent can be written as a weighted
matrix. Every manufacturing process tags come with their own
related weights. The MTTR value of the process is used as a
basis for creating a weight matrix.

Mean Time to Repair (MTTR) equals (total downtime) divided
by 1. (number of breakdowns). The tag weight matrix,
calculated using MTTR as described in (11).
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wil1 w21 . Win
wiz2 W22 . W2n
Wab = . . . . (11)

Wim W2Z2Zm . Wnm
To obtain the weights of only the faulty tags that occurred
during the process, the dot product between the weight matrices
(11) and the antibody matrices (9) and (10) is computed. This
is done using equations (12) and (13). The resulting product
gives the weight of each fault set in the process. This weight is
then used to determine the level of fault tolerance required for
the process. By comparing the weight of the fault set to a pre-
defined threshold, the fault-tolerant agent can determine the
appropriate response to the fault, whether it requires a simple
correction or a more complex reaction. This helps to ensure that

the manufacturing process remains efficient and effective, with
minimal downtime or disruptions.

ABr Dot W_ab=ABr.W_ab=W_R (12)
(Anti body weight value for real tag)

ABv Dot W_ab=ABv.W_ab=W_V (13)
(Anti body weight value for virtual tag)

W_Rand W_V Are the final values obtained through anti body
agent that are forwarded to fault tolerant agent.

H. Finalization

In response to the completion of the antibody agent reaction,
the Fault Tolerant (FT) agent is activated. First, the reaction is
presented to FT, which takes in data from the antibody and
continuously monitors the reaction's aftereffects. The threshold
for assigning weights is set, and from then on, each determined
response receives some weight to be used against any reaction.
If the value is less than the threshold, the answer can be started,;
otherwise, the next available response is chosen.

Each workstation's process status, whether active or inactive, is
determined by a fault-tolerant agent. Process status vector (14)
is an example of this type of vector.

Ps (Process Status) = {p1,p2,....pn} (14)

The weights of malfunctioning workstations, Pw, are
introduced by the fault-tolerant agent in a separate step
(equation) (15).

Pw={WI,W2,W3........ Wn} (15)

Dot multiplication of ABr by Pw is used to give affected
workstations their proper weights, as demonstrated in (10).

Ft(Fault tolerant)=ABr.Pw (16)

Ft(Fault tolerant)=ABv.Pw 17
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Since

ABr={(1,&if faulty workstation @0,&if workstation has no
faulty] And

ABv= {(1,&if faulty workstation @0,&if workstation has no
fault)—I

The last step in (16) and (17) assign weights only to the faulty
workstations.

The MTRR value, which is the sum of the faulty tag weight and
the workstation weight, is critically important for determining
the response value (finalize reaction) of fault. The process
threshold value for a workstation's defects is presented in the
equation together with all the factors that contribute to it (18).

RV(i)=(aFt(i)-BW_(R,V) (1)) (18)

The equation (13) is used to calculate the final response value
(RV(i)) based on the values of ABr, ABv, and Ft. The tuning
parameters B and a are used to adjust the weights of the faulty
tags and the response value. The faulty station's weights (Ft) are
calculated using equation (11) and represent the weights of only
the faulty tags that occurred during the process. The final
response value (RV(i)) is a key factor in determining whether
the process will continue running or be stopped. The response
value is calculated based on alarm trip points, which are pre-set
values that indicate when an alarm should be raised to alert
operators of potential issues. If the response value is below the
alarm trip point, the process will continue running. If the
response value exceeds the alarm trip point, an alarm will be
raised, and the process will be stopped to prevent further
damage or issues.

Depending on the value of the parameter, the significance of
process weightage and process status will change. These
parameters are adjusted for various cases. The final tolerance
value will be influenced more by the aforementioned process
parameters as increases. In a similar vein, the value of modifies
the significance of tag weighting; a higher value increases the
influence of tag on response value. At long last, the full data
flow cycle has been completed. What you see in Fig.8 is how
the response is formed.

Hence, this method yields three distinct classes of response
values (RV). The high critical level that triggers "stopping the
process" describes the maximum value for a specific defect. To
explain, consider (17), which states that a faulty station has a
greater impact on the process than a faulty tag, but that the latter
may be safely ignored. This high critical number serves as a trip
point, beyond which the system must shut down. When the RV
value is at its lowest, it indicates that a malfunctioning
workstation has so little impact on the whole that it may be
safely disregarded. The tag is heavily weighted, but the
workstation is not a crucial part of the process as a whole. The
resulting action is to "continue processing". Certain situations
may call for a response of "continue the state of running for
some time, then halt it," which occurs when the RV value is in
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the medium range and is thus classified as medium level
critical. In this example, the malfunctioning station and faulty

tag have a moderate effect on the entire operation

Process Data
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Figure 10: Agent instances for test bed

. Analyzing established control logic

Methods like the HISFDH and the Fault and Behavioral
Anomaly Detection Tool for Manufacturing Process (proposed
by Gosh et al. After 24 hours of operation, the process has
experienced various disruptions due to various causes, which
have had an effect on downtime, consumer-centric value, and
process efficiency. In Table 1 and Fig. 12, we can see the
breakdown of the disruptions and the downtime in minutes. The
downtime analysis of the process after 24 hours of nonstop
operation is presented in Fig. 9, which provides a detailed
breakdown of the downtime for each workstation. According to
the analysis, the estimated downtime for the entire operation is
139 minutes (2.12 hours). According to the findings of the
investigation, the Conveyer End Position Proximity Signal
Error Alarm Enable (C.P.P.S.E.A.E), which resulted in a
downtime of 53 minutes, is the parameter that is most likely to
be held accountable for the downtime that occurred at
workstation 2 (the conveyor section). The Conveyer Position
Proximity Sensor Detect Status (C.P.P.S.D.S) at workstation 1
is the second most likely parameter that is responsible for
downtime. This particular parameter generated a downtime of
thirteen minutes. The Conveyor Actuator Run Command and
the Conveyor Actuator Run Status are two additional
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characteristics that each produced a downtime of about 9
minutes and contributed to the disturbances that occurred
throughout the process. 11 minutes of unscheduled downtime
were incurred as a result of the Conveyor Small Proximity
Sensor Signal Error Alarm Enable (C.S.P.S.S.E.A.E) error.

Table 2: Downtime analysis of tags using FBMTP

Faga/1Os of three Sections Symbal Down
1ime¢minutes)

Cogvever End Posilion Proxumly signal error alsem CPPSEAE 2
ennble

Cogveyer Position Proogsety sensar detect stars CPPSDS 13

Coavever Small Proxumity semsce signal error alsem CSPSSEAI 1
cnnbie

Coavever Acoumior R Counsand CARC I

Coovever Acuton R st CARS 9

Cotveyer Actuntor uncosmsanded Ruu Status CAURS !

Coavever [nd Position Proximity seesor detoct commmaud CPPSDC 6

Coavever End Posthion Proxunily semsoe detoct stutis CPPSDS s

Coavever End Position Proxinuty sessoc Fault Bit CPPSFB b

Coavever End Position Proximity sessoc Faslt Rencton CPPSFRE 5
Bit

Coavever End Position Proximity sewsce Not detest siens CPPSNDS '

Coavever Acumor Faulr Ba CAFB '

Coovever Large Position Procumuty sensor detect CLPPS.DL 4
comm el

Coaveyer Lacpe Posstion Proxamity semsor detect siavas CLPPSDS

Coovever Larpe Posstion Procamity seusor Faolt Byt CLPPSFB

Coavever Lage Posstion Proccumity sensor Not detect CLPPSNDS 3
shahss

Couvever Laspe Proxumty sensor signad eror alem CLPSSEAL
enable

Coaveyer Position Procosmety sensor detect command cCPPSDC A

“oavever Acuator Fanlt Resction Bt CAFRB 3

Coaveyer Posrtion Proxsety seusor Fanlt Ha CPPSFH

Couvever Posihion Proxsmty seusor Faull Reaction Bit CPPSFREB )

Coaveyer Position Provussty sensor Not detect siatus CPPSNDS 2

Coavever Actutor Not Run stamses CARNS 2

Coavever Suall Proxumty seuser signal ervor alenn CSPSSEAEL 2
enable

Conveser Sunll Postion Procmmty sensor detect CSPPSDC 2
conmmaund

Coovever Sumll Powtion Provamty seosor detect statas CSPPSDS |

Coaveyer Snull Postion Preocmuty seasor Faolt Bat CSPPSFB u

Coaveyer Stmll Postion Procamuty sensor Fault Reaction CSPPSFRR Q
Bu

Coaveyer Small Postion Proxamty sewsor Not defect CSPPSNDS 0
status

In conclusion, the findings of the investigation indicate that the
Control Air Regulator Station (CARS) and the Control Air Unit
Run Station (CAURS) had the least amount of downtime
overall, with 9 and 7 minutes, respectively. In general, the
comprehensive downtime analysis is beneficial in that it assists
in the identification of the essential parameters that need to be
addressed in order to improve the effectiveness of the process
and reduce downtime.

LT

Tags Down Time

< 2En «

Tans—)- ) _ g |
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Figure 11: Process downtime in 24 hours

Moreover, the data contains numerous disruption types that can
be found in nearly every tag shown in Fig.10. It analyses the top
five significant tags that account for over 50.0% of the total
downtime caused by disruption. There are many causes of
disruption in this case, but the top five are accounted for in the
table above. As they have such a negative effect on the proposed
model's consumer-centric value and efficiency, they are the
model's primary concern.

J. Implementation of the proposed HISFDH model

It is run under the same settings as before after the suggested
HISFDH model, S7-1200 PLC, and WinCC Flexible have been
incorporated into the test bench. To evaluate the efficacy of the
methodology, scripting capabilities were included in the
SCADA software that was utilized. When the framework was
proposed, the primary emphasis was placed on stimulating
parameters such as C.P.P.S.D.S. and C.S.P.S.E.E.E. After a
period of rest for twenty-four hours, the test bed was utilized
once more. The cumulative amount of downtime was cut by 50
minutes, bringing the total to 82 minutes (see Table 3 and
Fig.12). It is important to note that the anticipated results were
much higher for the factors that were the focus of the study.
C.P.P.S.D.S., for instance, was responsible for a 10-minute
decrease, going from 13 minutes down to 3, whereas
C.P.P.S.E.AE. had the most significant downturn of 16
minutes, going from 20 minutes down to 4, and C.S.P.S.E.A.E.,
C.AR.C., and C.A.R.S. were each noticed with a 5-minute
decrease, going from 11 minutes On the other hand, the factors
that had a less significant impact on downtime in the past
showed a tendency in the opposite direction. For instance, the
amount of time that the C.P.P.S.N.D.S. downtime interruption
occurs has increased by 4 minutes, the amount of time that it
occurs at C.P.P.S.D.C. has grown by 5 minutes, and the amount
of time that it occurs at C.L.P.P.S.F.B. has increased by 10
minutes. Table 3 and the accompanying figure provide
irrefutable evidence that the proposed architecture drastically
cuts downtime, dramatically boosts process efficiency, and
places a priority on adding value for consumers.
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Figure 12: Minimal HISFDH-Related Process Downtime (in
Minutes)
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Table 3: Process downtime on implementation of HISFDH

Description Symbol Down
lime(minuates

Convever Actuator Not Run status CARNS

Conveyer Actuator Run status CARS

Convever Actuator imcommented Run Status CAURS

Convever End  Position Proximity  sensor  detect CPPSDC

conunamd
Convever End Position Proximity sensor detect status CPPSDS

Conveyer End Position Proxmuty sensor Fault Bt CPPSFB
Convever End Position Proximuaty sensor Fault Reaction CPPSFRB
Bt

Conveyer End Position Proxmuty sensor Not detect CPPSNDS
status
Convever End Posttion Proximuty signal crror alaom CPPSEAE

cuable
Conveyer Actuator Fanlt Bir CAFH
Convever Actuator Run Commansd CARC

Couvever Large Position  Proxmmmty sensor detect CLPPSDC
command

Counvever Large Position Proxumity sensor detect status CLPPS DS
Conveyer Large Position Proximity sensor Fault Bit CLPPSFB
Convever Actuator Fanlt Reaction Bt CAFRB

Conveyer Lurge Posinon Proximity sensor Not deteet CLPPSNDS
status
Conveyer Large Proximmly sensor sigmal error alaom CLPSSEAR
ennble

Conveyer Positton Proximity sensor detect conmmand CPPSDC
Counveyer Position Proximity sensor detect status CPPSDS
Convever Positron Proximuty sensor Fuult Bt CPPSFB

V1. CONCLUSION

In this research, we used an artificial immune system to propose
and prove a preferable solution to the problem of production
disruption. After 24 hours of data collection, ontologies were
first built, then deployed (in a lab setting). The results were
satisfactory in that just 24 percent of all disruptions occurred in
24 hours, and only 36 minutes of those were major (targeted)
disruptions. After HISFDH was introduced, the efficiency of
the process increased by 5%. In addition, the process efficiency
was improved by a whopping 31% due to the decreased amount
of downtime experienced in the five focus areas. There was a
5.1% increase in output as a result of this change. As a result,
the experimental apparatus had successfully categorized an
additional 216 containers. The potential for the proposed model
to improve the plant's efficiency is promising.

Further applications of the framework include the ability to
clearly illustrate a variety of disruption management difficulties
across a wide range of production factors, including stockouts,
shortages of raw materials, and labor shortages. The model can
also be improved to take into account the alignment of
workstations in the flow path.
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