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Abstract- Amidst the era of data-driven decision-making, the
persistent challenge of dark data—a reservoir of untapped
information  within routine transactions—necessitates the
development of robust approach for its extraction. The
exponential growth of big and dark data, particularly the
escalating complexity of the latter, poses formidable challenges.
This research introduces an optimized extraction method for
accessing dark data using AdaBoost and Random Forest
classifiers, showcasing transformative potential for precise
predictions and uncovering latent insights. This method
encompasses phases of analysis, implementation, and evaluation,
aiming to address challenges in extracting insights from dark
data. The evaluation of AdaBoost and Random Forest classifiers
reveals AdaBoost's commendable overall accuracy of 78.4%,
while the Random Forest classifier excels further with an
impressive overall accuracy of 89.48%. This research pioneers
the application of dark data in accident prediction, resulting in a
substantial accuracy boost from 78.4% to 89.48%. Emphasizing
the transformative potential of using dark data for precise
predictions, the study underscores tangible benefits for decision-
makers and urban planners. As data volumes escalate, the
increasingly evident pivotal role of dark data in advancing
decision-making and enhancing predictive model accuracy
establishes a precedent for unlocking latent insights within

previously untapped datasets.

Index Terms- Big data, Data quality, Dark data, Complexity of
dark data, Accident prediction

I. INTRODUCTION

he introduction emphasizes data's foundational role across

diverse domains and explores challenges in big data,
including issues of quality, storage, security, and analytics. It
introduces dark data, emphasizing its untapped potential within
organizational datasets. The narrative underscores the
exponential growth and escalating complexity of both big and
dark data. The conclusion highlights the imperative for strategic
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interventions to unlock the full potential of big data for future
applications and decision-making processes.

A. Data

Data represents the raw material of information, sourced from
diverse domains such as business, economic, social networking
sites, the Internet of Things, scientific areas, and sensor devices.
All data inherently carries meaningful information, and the
amalgamation of information contributes to knowledge [1].

B. Big Data

In contemporary activities, substantial volumes of intricate data
are generated across various sectors, encompassing business,
economic, social networking sites, the Internet of Things, and
scientific domains. The aggregation and collection of extensive
and complex data in routine transactions characterize what is
commonly referred to as big data [1]. This dataset includes
traditional system data, general and web data, and is notably
influenced by machine-generated, sensor-derived, and social
media data, with a predominant focus on platforms like
Facebook, Twitter, email, blogs, and other social media channels
[2].

Furthermore, advancements in data capture devices result in the
generation of vast datasets, comprising unstructured data, semi-
structured data, voice recordings, videos, audios, and graphics,
both within and outside organizational boundaries. Historically,
organizations faced challenges in managing big data due to
limited technologies, storage capacities, and the high costs
associated with tools [3]. Crucial issues such as data cleaning,
analysis, processing, security, and information extraction from
large datasets posed considerable difficulties for traditional
technology [4]. However, contemporary big data projects
worldwide have ushered in unprecedented opportunities. They
offer the latest tools, frameworks, models, security measures,
processing capabilities, storage capacities, and real-time analysis,
all of which are more scalable, flexible, and performance-
oriented compared to traditional technologies [5].

C. Types of Big Data
Different classifications of big data are elucidated [6] in Figure 1.
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Figure 1. Types of Big Data

1. Structured Data

Structured data adheres to the formal structure of data models
linked with relational databases or other data tables. Essentially,
structured data refers to information with a specific predefined

format.

2. Semi-Structured Data

Semi-structured data is a variant of structured data that deviates
from the formal structure of data models associated with
relational databases. While it lacks strict conformity, it still
includes tags or other semantic elements to organize hierarchical
data within records and fields.

3. Unstructured Data

Unstructured data lacks compatibility with traditional databases
and lacks a discernible internal structure. This stands in contrast
to structured data stored in databases. A significant portion—up
to 80%—of business data is categorized as unstructured, and this
proportion is on the rise annually.

D. Characteristics of Big Data Technology

In the exploration of big data technology, key characteristics play
a pivotal role, as outlined [8] in Figure 2.

T Characteristics of bigData |

Figure 2.

Characteristics of Big Data

1. Volume

The term "volume™ in the context of big data technology refers to
the sheer quantity of data, encompassing both the amount and the
storage requirements. It involves the capacity to store data
securely during routine activities, quantified in units such as Kilo
byte (KB), Megabyte (MB), Giga byte (GB), and Tera byte (TB).

2. Variety

Variety, a critical facet of big data, pertains to the diverse array
of data types that the system can accommodate. This
encompasses the nature of the stored data, including structured,
semi-structured, unstructured, and machine-generated data.
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3. Velocity

Velocity, as a defining property of big data, denotes the speed at
which data is processed and accessed. It encapsulates the rapidity
of data processing, including streaming, real-time operations, and

remote control functionalities.

4. Veracity

Veracity highlights the paramount importance of security in big
data systems, particularly given the substantial volume of data
involved. The transition to cloud storage magnifies the
significance of safeguarding data from external threats and
unknown entities.

5. Value

Following Veracity, Velocity, Variety, and Volume, the
preeminent characteristic of big data is its value. Organizations
engage in analyzing and leveraging big data to derive benefits,
aiming for high profits and a favorable return on investment.
This underscores the strategic utilization of big data in achieving
organizational objectives and financial success.

E. Example of Big Data

Big Data, as illustrated in Figure 3, encompasses various data
types and sources, each presenting unique challenges and
opportunities for analysis. The following examples highlight
significant domains contributing to the vast landscape of Big

Data [9]:

| g

Figure 3.

Examples of Big Data

1. Sensor Data

Sensor data constitutes information generated by devices
designed to detect and respond to stimuli within the physical
environment. The evolution of data capture devices has resulted
in the collection of extensive datasets, encompassing
unstructured, semi-structured, and multimedia data such as voice
recordings, videos, audios, and graphics. This data originates
both within and outside organizational boundaries, requiring
advanced analytics to derive meaningful insights

2. Social Media

Social media platforms, including but not limited to Facebook,
Twitter, email, and blogs, generate substantial volumes of data.
This data serves as a valuable resource for social media analytics
tools and applications. Common applications include leveraging
customer sentiment analysis to enhance business marketing
strategies and improve customer service activities [9].
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3. Transactions

Routine machine activities contribute to the generation and
storage of transactional information. This category encompasses
embedded system data, records of purchases, transaction logs,
mobile phone records, and other forms of transactional data.
These datasets are integral to understanding and optimizing
various business processes [10].

4. Enterprise Data

Enterprise data refers to information shared among the users of
an organization to derive essential benefits. This data is highly
critical and necessitates stringent security measures. Enterprise
data management systems play a pivotal role in ensuring data
security, managing internal and external communication, and
facilitating data retrieval from various applications [11].

5. Public Data

Public data stands as a significant data source freely accessible to
anyone, without legal restrictions on access, reuse, and
redistribution. This includes government, national, local, and
international datasets that contribute to diverse applications and
analyses [9].

6. Internet of Things (loT)

The Internet of Things (IoT) represents a rapidly expanding
category within Big Data, driven by advancements in
communication and sensor technologies. 10T encompasses a
network of physical devices and items embedded with actuators,
sensors, and communication devices. These interconnected
entities collect and exchange data, fostering a seamless flow of
information through network connectivity [12]. The diverse
examples of Big Data underscore the multifaceted nature of this
field, where a comprehensive understanding of various data types
and sources is crucial for effective analysis and utilization.

F. Challenges in Big Data Management

This academic discourse delves into the multifaceted challenges
inherent in the realm of big data, emphasizing the complexities
associated with its collection, storage, processing, and utilization.
The analysis focuses on six pivotal challenges: Data Quality,
Information Discovery, Storage, Security, Data Analytics, and
the Lack of Talents. Each challenge is scrutinized within the
context of its implications for organizations striving to harness
the potential of big data for future applications [15].

1. Data Quality

The veracity of big data emerges as a paramount challenge,
characterized by the pervasive issues of data dirtiness,
inconsistency, and disorderliness. Notably, substantial financial
resources are expended annually by various nations to rectify and
enhance the quality of data, aiming to facilitate the nuanced
analysis and extraction of qualitative insights [44].

2. Information Discovery

The intricate task of information discovery is impeded by the
presence of untidy and disorganized data sets. The extraction of
meaningful insights from such data necessitates a profound
understanding of data management, design, and computational
methodologies. Organizations grapple with the complexities of
transforming raw data into actionable information [45].
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3. Storage

The sheer magnitude and intricacy of data generated across
diverse fields pose a significant conundrum regarding storage.
Organizations encounter challenges in managing the colossal
volumes of data, necessitating sophisticated high-capacity
storage systems. The associated costs, both in terms of
infrastructure and expert personnel, amplify the complexities of
data storage management.

4. Security

Ensuring the security of big data represents a formidable
challenge, encompassing the safeguarding of data against
unauthorized access and corruption throughout its lifecycle. The
multifaceted nature of big data exacerbates the complexity of
implementing robust security measures, demanding vigilant
strategies to protect sensitive information.

5. Data Analytics

Analyzing the disorderly and chaotic nature of big data poses
formidable challenges in terms of its management, analysis, and
processing. The intricate nature of messy data complicates the
extraction of meaningful insights, thereby impeding the effective
utilization of big data for future strategic purposes [46].

6. Lack of Talents

A critical impediment in the effective management of big data
projects is the scarcity of skilled professionals, including
developers, analysts, and data scientists. The voluminous nature
of big data necessitates expertise in novel algorithms and
techniques, presenting a considerable challenge for organizations
aiming to navigate the complexities of big data analytics.

The challenges associated with big data are multifaceted and
require strategic interventions encompassing data quality
improvement, enhanced information discovery techniques,
efficient storage solutions, robust security measures, advanced
data analytics methodologies, and the cultivation of a skilled
workforce. Addressing these challenges is imperative for
organizations seeking to harness the full potential of big data for
future applications and decision-making processes.

G. Dark Data

Dark data, a subset of big data, refers to information within a
business or organization that is collected and processed during
daily transactions but remains unusable for future and essential
organizational benefits. Despite sharing similarities with big data
in terms of cost and risk, certain data lacks value and utility for
organizational objectives but is still employed in decision-
making processes. The proportion of useful versus dark data is
illustrated in Figure 4.

Various sources, including traditional enterprise, social media,
machine, and sensor devices, contribute complex data, with up to
80% falling under the category of dark data. This implies that
only 10% of the data is deemed useful, while the remaining 90%
is classified as dark data [15]. Dark data comprises a substantial
portion of big data that is neither beneficial nor usable for
significant purposes, often concealed in cloud and machine
storage. Analyzing this unexplored data proves challenging in the
real world, and its value is crucial for future opportunities. The
associated costs are notably high, and the expanding volume of
big data necessitates innovative algorithms and techniques [16].
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Dealing with big data and its dark side poses significant
challenges for businesses and organizations. Identifying
information or value from raw or semi-structured data remains an
obstacle. The majority of businesses aim to retain valuable data,
as extracting useful information from dark data can be beneficial.
Considering the prevalence of unstructured data within
organizations, efficient mining to derive valuable patterns
becomes pivotal for making informed future decisions. Prior
research has yielded techniques, algorithms, tools, and software
solutions for addressing dark data, aiming to extract valuable
information and mitigate the expensive and risky nature of data
storage [17-18].

Useful

10%,

Dark Data

90%

Figure 4. Examples of Dark Data Percentage

Gartner's research underscores the growing complexity of dark
data as a challenging issue for organizations. Accessing,

recovering, and discovering information from dark data,
including files, emails, backup files, and structured and
unstructured data, has become increasingly difficult. A

substantial 70% of data within organizations and business areas
is identified as dark data, imposing significant costs and risks
[19].

H. Overall Growth of Big and Dark Data

The Figure 5 illustrates the comprehensive growth trajectory of
both Big and Dark data. These two categories encapsulate the
burgeoning volume of data in contemporary information
ecosystems. The subsequent sections delineate the nature and
characteristics of various data types contributing to this
expansive growth.

dark data

Figure 5. Overall Growth of Big and Dark Data
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|. Structured Data

Structured data adheres to formal data models associated with
relational databases or similar tabular formats. It is characterized
by a specific data shape conforming to predefined structures,
often found in traditional database systems.

J.  Semi-Structured Data

Semi-structured data deviates from formal data models
associated with relational databases but includes tags or markers
that segregate semantic elements. Despite lacking strict
adherence to tabular structures, it enforces hierarchies of records

and fields within the data.

K. Unstructured Data

Unstructured data lacks a discernible internal structure and does
not neatly fit into traditional databases. It constitutes a substantial
portion of business data, estimated to be up to 80%, and is
continually increasing. This type of data poses challenges due to
its lack of identifiable structure.

L. Data Warehouse

A data warehouse, or enterprise data warehouse (EDW), is a
pivotal component of business intelligence. It serves as a
centralized repository that integrates data from diverse sources,
facilitating reporting and data analysis.

M. Social Media

Social media platforms such as Facebook and Twitter generate
vast amounts of data, including user interactions, emails, blogs,
and other content. Analytics tools leverage this data to
understand customer sentiment, supporting marketing and
customer service activities.

N. Web Data

Web data encompasses information provided by the World Wide
Web through internet services. It serves various applications,
facilitating the consumption, provision, sharing, and publication
of information.

O. Log File

A log file records events or messages between operating systems
or different software components. This chronicle of activities is
particularly valuable for diagnosing issues, monitoring behavior,
and maintaining records.

P. Multimedia Data

Multimedia data databases consist of diverse media types,
including sequential data, videos, audios, animations, text,
images, and graphics. This compilation presents a multifaceted
approach to data representation.

Q. Machine Data

Machine data emanates from the activities of computerized or
machine processes, encompassing embedded systems, mobile
phones, and other networked devices. It involves the generation
and storage of information by physical devices equipped with
sensors, actuators, and electronic components.

784-797



Journal of Xi’an Shiyou University, Natural Science Edition

R. ERP and CRM

Enterprise Resource Planning (ERP) and Customer Relationship
Management (CRM) systems are pivotal in managing and
securing vast amounts of data. These systems facilitate data
retrieval from both internal and external sources, supporting
seamless communication and application integration.

In the realm of daily business transactions, organizations
generate substantial data for future utility. However, the
challenge extends beyond mere storage concerns to the realm of
dark data, which is characterized not only by its non-utilization
in decision-making but also by its inherent lack of structure.
Addressing dark data necessitates the formulation of policies and
the deployment of technologies to comprehend and manage its
significance effectively.

Organizations and industries increasingly employ sensor
technologies, Machine to Machine (M2M) communication, and
the Internet of Things (loT) for real-time data processing,
contributing to the proliferation of big data. The prevalence of
unstructured data, exceeding the volume of structured data,
underscores the need for high-speed systems and advanced
computing tools to handle this diverse and voluminous data
landscape.

Il. LITERATURE REVIEW

The literature review delves into challenges of dark data in big
data, focusing on its definition, management, and utilization
complexities. Dark data, an untapped information source,
presents significant challenges due to its inherent complexity.
Proposed solutions, including reduplication methods, are
discussed, emphasizing the impact of dark data on tasks, data
analysis, and decision-making. The subsequent research
introduces an advanced extraction method with AdaBoost and
Random Forest classifiers, showcasing transformative potential
for precise predictions and latent insights.

A. Review of Unseen Dimensions of Dark Data

Dark data, a subset of big data, encompasses information
generated in various fields such as business, economic, social
networking, the Internet of Things, and sciences. It includes
traditional system data, general web data, machine data, sensor
data, and social media content. Dark data poses challenges as it
consists of information stored in daily transactions but remains
unused for future benefits, representing a costly and risky aspect
of big data. Some data lack value and usability for decision-
making. Researchers have strived to use dark data for better
decisions; with studies indicating that up to 80% of data may be
classified as dark data as shown in Figure 6. This subset mainly
exists within the structure of big data, and traditional enterprise
databases have lower chances of generating dark data [14, 15].
The researcher faced challenges utilizing dark data due to the
complexity and size of big data. To address issues such as system
load, speed, and power consumption, they identified techniques,
including reduplications. Duplication was identified as a cause of
increased system load, complexity, and processing speed. The
solution involved separating duplicated data as metadata and
storing datasets in cloud storage, followed by real-time
reduplication during post-processing.

The authors in [16] explored challenges and opportunities of dark
data, focusing on data management to address performance
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issues. They highlighted the negative impact of CPU, RAM, and
DISK storage usage on tasks and emphasized the need for careful
handling of dark data due to its potential risks and challenges.
Article in [17] provided insights into task execution and
management processes in data analysis. The research identified
root causes of unsuccessful tasks, such as fail, kill, and eviction,
leading to resource waste and application slowdown. Analyzing
patterns of unsuccessful jobs contributed to improving
application performance, low latency, and fault tolerance in big
data systems.

Traditional Big Data
Enterprise

Data

Dark Data

Growth of Dark Data

The authors in [18] worked on semi-structured and unstructured
dark data in industrial and business contexts. They used Business
Intelligence (BI) software to analyze this data, proposing a Bl
strategy for extracting valuable information from dark data for
organizational benefit, as shown in Figure 7.

Figure 6.

T Business ||
intelligence ‘
J

Figure 7.

Business Intelligence (BI) Strategy

Gartner's assessment in  [19] underscores the challenge
organizations face in harnessing email and file-level analytics
tools for dark data. Despite long neglect, dark data proves vital
for enhancing business decisions. Introducing the Simpana
analytic tool, Gartner leverages email and file-level data to
extract valuable insights, promoting a better understanding of
data assets and offering cost reduction, risk mitigation, and
operational simplicity.

The authors in [20], present a Textile application addressing real-
world issues through the analysis of both structured and
unstructured data. The application generates grid layout
visualization, aiding in data management and problem-solving by
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extracting useful summaries from various data types. The [21]
reviews unstructured data from social media platforms and
applies OLAP technology to analyze numerical, textual, and
elemental elements. The research contributes to the management
and facilitation of unstructured data. The authors in [22] focuses
on designing big data techniques and algorithms to tackle current
and future challenges, while authors in [23] analyzes
unstructured data through various methods, reviewing
applications such as text and audio analysis, video analytics, and
social media analysis.

In [24], the authors develop a practical system for analyzing dark
data in PDF files, achieving a 75% average accuracy rate using
morphological analysis and classification reports based on SVM
and neural network models. The article in [25] poses critical
questions about big data and its dark side, emphasizing the
importance of combining existing big data with knowledge,
experience, and courage for better decision-making. The paper
acknowledges challenges but underscores potential solutions
through effective execution. Research in [26] centers on CY
Verse network infrastructure technology for computable use in
astronomy, while [27] removes duplication from datasets using
Hadoop processing and features for fast duplication removal. In
article [28] the authors collect textual data from the internet using
APIs to understand global society's behavior, employing K-
Means cluster analysis for insights into countries' internet
activities, national technology evolution, and responses to
stressors.

Research study in [29], delves into big data research,
emphasizing the 4V model (Velocity, Volume, Variety, and
Veracity), and explore the disk spaces associated with big data
and their implications.

System Data Spaces

Dark Data (Unknown Data)

Figure 8. Data Space in Big Data

Figure 8 illustrates the data space within the realm of big data,
encompassing various types such as dark data, gray data, light
data, and data spots. Dark data, as defined by researchers,
represents unknown and unqualified data. Gray data is partially
known and can be analyzed, while light data is readily available
for use and processing. Data spots are subsets of light data. In
[30], researchers shed light on dark data related to Northwestern
Atlantic zooplankton from the 1970s to 1980s, emphasizing the
need to bring this data into public visibility. In [31] authors
explore the importance and challenges of dark data and big data,
emphasizing the opportunities they present for business analysis.
In [32] authors review dark data, highlighting its significance and
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revealing that 90% of data exists in dark form. In [33] authors
focus on data sharing, revealing that a substantial portion of data
remains in the long tail, categorized as dark data. In [34] a
reviews the government's future based on big data, dark data,
smart data, and open data, emphasizing the challenges and
importance for organizations. An approach introduces a system
called deep dive for dark data, employing SQL queries to extract
high-quality data from various domains [35]. A method provides
insights into dark data, its challenges, and opportunities,
emphasizing machine learning technology and proposing a
methodology for utilizing dark data in the loT domain [36]
authors. An approach focuses on accurate Loss-of-Coolant
Accident (LOCA) diagnosis in nuclear power plants. It
challenges the assumption that complex models yield better
performance, emphasizing the impact of dataset construction.
The study introduces DeepLOCA-Lattice, utilizing basic models
with good accuracy, revealing optimal performance parameters
for breach size estimation in LOCA [40].

A study uses machine learning to address drunk driving-related
road fatalities, building prediction models for early detection and
policy development. Various supervised machine learning
algorithms, including Random Forests, Decision Tree, Naive
Bayes, Logistic Regression, and Support Vector Machine, are
implemented on traffic fatalities data [41].

Intelligent transportation systems enhance traffic management,
and generative Al addresses issues like data sparsity and
abnormal scenario observation. This review explores generative
Al's applications in traffic perception, prediction, simulation, and
decision-making, summarizing challenges and proposing future
research directions for intelligent transportation systems [42].The
University of British Columbia lab addresses metabolomics big
data challenges through interdisciplinary work in chemistry,
computer science, and statistics. Our bioinformatics tools on
GitHub tackle data processing, feature extraction, quantitative
measurements, statistical analysis, and metabolite annotation,
aiming to provide accessible solutions for metabolomics
practitioners [43].

Big data poses challenges in quality, discovery, storage, security,
analytics, and a talent shortage. Extracting useful information
from dark data is a significant challenge due to veracity issues,
vast data volumes, and a lack of skilled professionals, hindering
effective utilization.

In this research article we have made an attempt to tackle dark
data challenges by introducing an advanced extraction method.
The AdaBoost and Random Forest classifiers are used to
optimize the accuracy in accident prediction. Using dark data
unlocks transformative potential, providing precise predictions
for decision-makers and urban planners, establishing a precedent
for revealing latent insights in escalating data volumes.

The paper is organized as follows: research methodology
(Section 3), results and discussion (Section 4) and conclusion and
future work (Section 5).

I1l. METHODOLOGY

The research employs a comprehensive stepwise methodology as
shown in Figure 9, starting with an analysis of existing dark data
research, followed by proposing an extraction method,
implementing predictive techniques, and evaluating results.
Python Jupyter Notebook is used for data analysis, involving data
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wrangling for cleaning and visualization for enhanced
understanding. Prediction utilizes Random Forest and AdaBoost
classifiers with dataset splitting and variable definition. Results
are validated through performance comparison, assessing
accuracy, precision, recall, and F1 score. The study addresses
challenges in dark data insight extraction and evaluates machine
learning classifier performance in outcome prediction. The
stepwise whole process of the methodology is also sown in
Algorithm 1.

A. Data

In our proposed research work, we select ignorable data (Dark
Data), which poses challenges for extracting information and
making informed decisions.

B. Tool or Application

The analysis of dark data is performed using Python Jupyter
Notebook, leveraging the high-level programming capabilities of
Python. Jupyter is an open-source web-based application.

C. Jupyter Notebook

Jupyter Notebook serves as an open-source web application
enabling the creation and sharing of documents containing real-
time code, equations, visualizations, and narrative text.

D. Data Wrangling

Data wrangling involves the cleaning of data, addressing issues
such as unnecessary values and null items. Key functions include
HeatMap(), Map(), Apply(), and ApplyMap() for efficient data

cleaning.

E. Visualization and Plotting

Data plotting and visualization transform data into useful patterns
and shapes, enhancing overall understanding and highlighting
valuable information.

Data Wrangling

| HeatMap O 3 Map O l_)l Apply O | 3 ApplyMap O
I Visualization | | Tram & Test

Results &
Validation

Prediction

Accuracy rate

Block diagram of the proposed work

Comparison with
existmg work

Figure 9.
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Algorithm 1: Algorithm for Optimized Extraction of Dark Data using AdaBoost and Random Forest

Step 1. Define constants and variables
1.1. dark_data € load_dark data()
1.2 training_data, testing_data € split_data(dark_data)

Step 2. Analysis
_ features, labels € preprocess_data(training_data)

. adaboost_classifier € train_adaboost_classifier(features, labels)
. random_forest_classifier €train_random forest classifier(features, labels)

3

[ R ]

a3 b —

Step3. Implementation
3.1. new_data € load_new_data()
3.2. processed_new_data € preprocess_data(new_data)
3.3. adaboost_predictions € adaboost_classifier predict(processed new_data)
34. random forest_predictions € random_forest_classifier predict(processed_new_data)

Step4. Evaluation
4.1 test features, test labels € preprocess_data(testing_data)
42 adaboost_accuracy € calculate_accuracy(adaboost_classifier, test features, test labels)
43 random_forest_accuracy€calculate_accuracy(random forest classifier, test_features,

test_labels)

Step 5. Display results
. display_results(adaboost_accuracy, random forest_accuracy)

[
—

F. Random Forest Classifier

A powerful machine learning classification algorithm, the
Random Forest Classifier, employs ensemble learning to
generate predictions by aggregating multiple decision trees as
shown in Figure 10.

|[RANDOM FOREST SAMPLIFIED
@ ®, O

MAJORITY-VOTING

FINAL-CLASS

Figure 10. Overall view of Random Forest

G. The AdaBoost Classifier

The AdaBoost classifier, a robust ensemble learning technique, is
a focal point for analysis. Known for boosting the performance
of weak learners, it is systematically evaluated for effectiveness
and predictive accuracy in classifying accident information in
urban and rural areas.

H. Train and Test

The process of training and testing is a fundamental step in
machine learning, enabling the evaluation of model performance
on unseen data. In the context of the research study, the Random
Forest Classifier and AdaBoost Classifier are employed for
prediction, and the dataset is divided into training and testing sets
to assess the effectiveness of these classifiers.
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1. Dataset Splitting

Before delving into the training and testing process, the dataset is
divided into two subsets: the training set and the testing set. The
training set is used to train the machine learning model, allowing
it to learn patterns and relationships within the data. The testing
set, on the other hand, is reserved for assessing how well the
model generalizes to new, unseen data.

2. Defining Independent (X) and Dependent (Y) Variables:

In the context of supervised machine learning, datasets are
typically composed of independent variables (features) denoted
as 'X' and a dependent variable (target or label) denoted as 'Y.'
The goal is to predict "Y' based on the patterns observed in 'X.'

a) Independent Variables (X)

These are the features or attributes in the dataset that the model
uses for prediction. In the context of the research study, features
related to dark data or other relevant parameters may be
considered as independent variables.

b) Dependent Variable (Y)

This is the variable, the model aims to predict. In the context of
the research study, it could be a binary classification (e.g.,
accident occurrence in urban or rural areas) or another relevant
prediction task.

3. Utilizing the Random Forest Classifier

a) Decision Trees in Random Forest

The Random Forest Classifier is an ensemble learning method
that utilizes multiple decision trees for prediction. Each decision
tree is trained on a random subset of the dataset and makes
independent predictions. The final prediction is then determined
by aggregating the individual predictions, often through a voting
mechanism.

b) Training the Random Forest Classifier

The training process involves providing the Random Forest
Classifier with the training set (X_train, Y_train). The classifier
learns the patterns and relationships within the training data to
make predictions.

¢) Testing with the Testing Set

The testing set (X _test) is then fed into the trained Random
Forest Classifier to evaluate its performance. The classifier's
predictions are compared against the actual values (Y _test) to

assess accuracy, precision, recall, and other performance metrics.
4. Utilizing the AdaBoost Classifier

a) Boosting in AdaBoost

AdaBoost, short for Adaptive Boosting, is another ensemble
learning technique. It focuses on improving the performance of
weak learners (classifiers that perform slightly better than
random chance) by giving more weight to misclassified
instances.

b) Training the AdaBoost Classifier

Similar to the Random Forest, the AdaBoost Classifier is trained
on the training set (X_train, Y_train). The classifier iteratively
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adjusts the weights of misclassified instances to improve overall
performance.

c) Testing with the Testing Set

The testing set (X_test) is then used to evaluate the AdaBoost
Classifier's predictions. The classifier's performance is assessed
by comparing its predictions with the actual values (Y_test).

The training and testing process allows assessing how well the
Random Forest and AdaBoost classifiers generalize to unseen
data. By utilizing different subsets of the dataset for training and
testing, the effectiveness and predictive power of the classifiers
can be evaluated, providing insights into their performance on
real-world scenarios.

l. Prediction

After splitting the data and utilizing the Random Forest and
AdaBoost classifiers, predictions are generated, and accuracy is
assessed.

J. Result Validation

The results of our proposed research study are evaluated and
validated, comparing the results of the AdaBoost classifiers and
random forest classifier against existing tools or applications for
performance assessment.

K. Prediction on the testing set

After splitting the data and utilizing the Random Forest and
AdaBoost classifiers, predictions are generated, and accuracy is
assessed. Once the models are trained on the data, they are used
to make predictions on the testing set. The classifiers assign
predicted outcomes to the previously unseen instances based on
the patterns they learned during the training phase.

The accuracy of the predictions is assessed by comparing the
predicted outcomes with the actual outcomes in the testing set.
This involves calculating metrics such as accuracy, precision,
recall, and F1 score, depending on the nature of the predictive
task (classification, regression, etc.).

L. Result Validation

The results of our proposed research study are evaluated and
validated, comparing the results of the AdaBoost classifiers and
Random Forest classifier against existing tools or applications for
performance assessment.

The performance of the AdaBoost classifiers and Random Forest
classifier is rigorously evaluated. This involves assessing their
predictive accuracy, robustness, and efficiency in handling the
specific characteristics of the dataset.

IV. RESULTS AND DISCUSSION

In the results and discussion section, the study repurposes UK
accident dark data with Python and Jupyter Notebook. AdaBoost
and Random Forest classifiers achieve high pattern recognition
precision, evidenced by confusion matrix and performance
measures. Pioneering dark data application in accident
prediction, the research emphasizes transformative potential for
refining models and advancing decision-making by leveraging
untapped datasets.
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A. Data Set

In the initial phase of our proposed work, existing research is
thoroughly analyzed through a research study. We then select
ignore data (dark data) or unusable data for in-depth analysis.
The data is sourced from Kaggle, a prominent data scientist
community, offering a vast repository of open-source data. Our
dataset comprises UK accident information for both urban and
rural areas, with a substantial volume of 629 MB in a CSV file.
Although rich in information, the dataset is challenging to
analyze and extract valuable insights due to its complex nature.

B. Tool or Language

Python, a high-level programming language, is employed for
analyzing dark data using Jupyter Notebook, an open-source
web-based application. Python is chosen for its ease of use,
shorter coding time, and the capability to handle unlimited data
processing. Jupyter Notebook further facilitates real-time code
execution, equation handling, visualizations, and narrative text
creation as shown in Figure 11.

: Jupyter Python Last Checkpoint & fow seconds ago (umsaved changes) ﬁ Logoud

Figure 11. Python Jupyter Notebook

C. Import Data

Data is imported into Python Jupyter Notebook using various
libraries, including pandas, NumPy, matplotlib, seaborn, and
math. These libraries play a crucial role in importing, reading,
and analyzing the data as shown Figure 12.

Accident Index 1st_Road_Class 1st_Road_Number 2nd_Road_Class 2nd_Road_Number Accident Severity Camiageway Hazards Date Day_of Week Did

2005-

0 2005018500001 A 2180 NaN 00 Serious None. 0104 Tuesday

S i - - 2005
1 2005018500002 B 4500 c 00 Saght None T‘,{‘K Wednesday

s

2 2005018500003 C 00 NaN 00 Saght None. 0105 Thursday

3 rows x 34 columns

Figure 12. Importing and Read Data

D. Data Analyzing

Data analysis is a pivotal phase for understanding the dataset.
Information about the data, such as the range of indices, total
number of columns, and data types, is obtained to enhance
comprehension.
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RangeIndex: 1917274 entries, © to 1917273
Data columns (total 34 columns)

Accident_Index object
1st_Road_Class object
1st_Road_Number float64
2nd_Road_Class object
2nd_Road_Number float64d
Accident_Severity object
Carriageway_Hazards object
Date object
Day_of_lieek object
Did_Police_Officer_Attend_Scene_of_Accident float64
Junction_Control object
Junction_Detail object
Latitude float64
Light_Conditions object
Local_Authority_(District) object
Local_Authority_(Highway) object
Location_Easting OSGR float64d
Location_Northing_OSGR float64
Longitude float64d
LSOA_of_Accident_Location object
Number_of_Casualties int64
Number_of_Vehicles int64
Pedestrian_Crossing-Human_Control float64
Pedestrian_Crossing-Physical_ Facilities float64
Police_Force object
Road_Surface_Conditions object
Road_Type object
Special_Conditions_at_Site object
Speed_limit float64

Time object

Urban_or_Rural_Area object
Weather_Conditions object
Year inté4
InScotland object

dtypes: float64(10), int64(3), object(21)
memory usage: 497.3+ MB

Figure 13. Information of Data for analysis

The dataset, representing UK accident information in urban and
rural areas, consists of 32 columns and 1,917,274 rows as shown
in Figure 13. Data wrangling is performed to clean the data,

followed by graphical representation for improved
understanding.

E. Data Wrangling

Data wrangling, or data cleaning, involves addressing

unnecessary values and null items as shown in Figure 14 and
Figure 15. Heatmap(), Map(), Apply(), and ApplyMap()
functions are employed for effective data cleaning.

Out[7]: <matplotlib.axes._subplots.AxesSubplot at ©@x818cabeag9e>

=g I -10
T
- 06
o4
- 0.2
G R TRS fahy

Figure 14. HeatMap for effective data cleaning
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Out[8]: Accident_Index ] Out[11]: Accident_Index ]
1st Road Class 2] 1st_Road_Class 2]

T 7 1st_Road_HNumber 2}
1st_Road_Number 2 ond Radd CTass 2
2nd_Road_Class 789860 2nd_Road_Number 8
2nd_Road_HNumber 17440 Accident_Severity ]
Accident_Severity (%] Carriageway_Hazards e

: Date 0
Carriageway Hazards e Bayuortidiedic 8
Date @ Did_Police_Officer_Attend_Scene_of_Accident 2]
Day_of_Week (] Junction_Control ]
Did_Police_Officer_Attend_Scene_of Accident 278 Junction Detail 8
Junction_Control 0 '[?t;:"ge o g

. s ight_Conditions
]unf:tlon-oetall e Local_Authority_(District) =]
Latitude 145 Local_Authority (Highway) ]
Light_Conditions 8 Location_Easting_OSGR ]
Local Authority (District) ) t°ca'$i°;-”°"thi“g-°55" g
E B ongitude
LocalTAuthor‘l’.cy_(nghway) 0 LSOA_of_Accident_Location 2]
Location_Easting_OSGR 145 Number_of_Casualties ]
Location_Northing_OSGR 145 Number_of_Vehicles ]
Longitude 146 Pedestrian_Crossing-Human_Control 2}
LSOA of Accident Location 137822 Pedestrian_Crossing-Physical_Facilities 2]

) e = Police_Force 2]
NumbeF_Of_casualtles e Road_Surface_Conditions 2]
Number_of Vehicles @ Road_Type ]
Pedestrian_Crossing-Human_Control 346 Special Conditions_at Site e
Pedestrian Crossing-Physical Facilities 795 ii’;zd—h“‘lt g
pO]'lce-For‘ce sy @ Urban_or_Rural_Area 2]
Road_Surface_Conditions (4 Weather_Conditions ]
Road_Type ] Year 8
Special _Conditions_at_Site 0 g:SCZFI?:gM @
Speed_limit 37 LR
Time 153 :

Figure 17. Result of Clean Data
Urban_or_Rural_Area ] g
Weather_Conditions e The data is successfully cleaned and unnecessary and null values
Year @ are removed, resulting in a usable dataset as shown in Figure 16
InScotland " and Figure 17.
dtype: inté4
F. Data Visualization
Figure 15. Unnecessary and Null Values in Data Data plotting and visualization aid in transforming data into
useful patterns and shapes. Visualization is performed to
Out[18]: <matplotlib.axes._subplots.AxesSubplot at @x81ff63da2@> hlghllght useful information, such as the total number of

accidents in urban and rural areas and accident severity as shown

in Figure 18.
- 008
0ut[18]: Urban 1234839
_ Rural 682235
¢ Unallocated 150
Name: Urban_or_Rural_Area, dtype: inté4
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Figure 18. Visualization of Urban and Rural Accidents

Figure 16. HeatMap of Clean Data
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Out[32]: slight 923046
Serious 12839
Fatal 7943

Name: Accident_Severity, dtype: int64

800000

600000

count

400000

200000

Slight Serious Fatal
Accident_Severity

Figure 19. Visualization of Accident Severity

The visualizations provide valuable insights, revealing that a
majority of accidents occur in urban areas. The dataset is further
analyzed for accident severity, distinguishing between slight,
serious, and fatal accidents as shown in Figure 19.

The data is now useful for decision-making, showcasing the
potential of extracting meaningful information from seemingly
unusable dark data. The focus shifts to predicting the average
accuracy rate of accidents in urban or rural areas based on UK
accident information, aiding in decision-making for accident-
prone areas.

G. Confusion Matrix

Confusion matrix is used for to calculate the prediction accuracy
score. So, we first import confusion matrix library from Sklearn,
matric to generate the all data labels in form of matrix as shown
in Figure 20.

Out[47]: array([[ 54445, 22646],
[ 1e8e7, 230188]], dtype=int64)

Figure 20. Data Label of Confusion Matrix

Now using seaborn library to present the confusion matrix in
form of heatmap is shown in Figure 21.

H. Performance Measures
In evaluating the performance of the classification models for

accidents in urban and rural areas, relevant metrics are
established:

The formulae used for calculation are as follows:

Accuracy (AC) = (TP + TN) /(TP + TN + FP + FN)............ (1)
Precision (PR)=TP /(TP +FP)......c.ccoviiiiiiiiiiiinnen. 2)
Recall (RE)=TP /(TP +FN)......cciviiiiiiiiiiiciie 3)
F1Score=2x(PPXRE)/(PR+RE).......c.c.ccceevinvininnn.n. 4)

Accuracy: Measures the overall correctness of predictions.
Precision: Evaluates the accuracy of positive predictions.
Recall: Assesses the ability to capture all relevant instances.
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F1-Score: Combines precision and recall into a single value,
offering a comprehensive performance evaluation.

The average accuracy score is determined through a
comprehensive analysis of accuracy, recovery rates, and F1
scores. Precision accuracy and recall, pivotal in assessing model
performance, represent the percentage of relevant results and the
proportion of correctly classified relevant results, respectively.
The average precision and recall scores encapsulated in the F1
score provide a holistic measure of the model's effectiveness.
These calculations are derived from the confusion matrix.

Confusion matrix

- 200000
o - 54445 22646
- 160000
2
]
- - 120000
=
g
<
- 80000
- 10807 230188
- 40000
)|
0 1

Predicted label

Figure 21. Confusion matrix

|. Predicted Results

The final result of our prediction and their values is show in
Figure 22.

Receiver operating characteristic
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=] e
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L 04 //
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False Positive Rate

Figure 22. Frequency of Accuracy Rate
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Urban 804516
Rural 255769
Name: Urban_or_Rural Area, dtype: int64

800000 4
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200000 1

100000

0-
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Figure 23. Predicted Results

The Figure 23 shows the final results for prediction of Urban and
Rural area. That show the total number of accidents in Urban is
804516 and Rural is 255769. It is means that accident accuracy is
high in Urban than Rural. Our prediction is shows that Urban
held large accidents rather than Rural.

J. Result Validation

For result validation we used cross validation test from Sklearn
library to validate the module there factored, classes and all
function for train and test dataset. They validate the random
forest classifier and fit data into classifier to generate
classification reports. If total average classification report equal
to prediction score, then results of prediction are accurate. The
following is the classification report. By cross validation the
average classification result is 89.48% as shown in Table 1. So
that show the final accuracy rate 89.48% of prediction is right.

Table 1. Classifies results comparisons

Classifiers Precision | Recall | F-Score | Accuracy
(%) (%) (%) (%)
Adanoﬁ 86 62 o o4
classifier
Random Forest
classifier 71 83.44 76 89.48

1. Unlocking hidden insights using dark data for enhanced
accident prediction

In the realm of data-driven decision-making, the burgeoning
concept of harnessing dark data, previously untapped and often
overlooked information, presents an opportunity for refining
predictive models and elevating accuracy rates. This research
delves into the utilization of unused data, colloquially known as
dark data, to extract valuable insights, thereby contributing to the
optimization of accident prediction models. The focal objective
is to enhance decision-making processes and achieve a more
accurate prediction of accident occurrences in urban and rural
settings.
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2. Classifier Performance Evaluation

Two prominent classifiers, namely the AdaBoost and Random
Forest classifiers, undergo an in-depth evaluation based on
precision, recall, F-Score, and overall accuracy. The precision
metric gauges the accuracy of positive predictions, while recall
assesses the ability to capture all positive instances. F-Score
harmonizes precision and recall, providing a balanced measure of
a classifier's performance. The overall accuracy denotes the
classifier's proficiency in accurately classifying instances across
the entire dataset.

3. AdaBoost Classifier Evaluation

The AdaBoost classifier exhibits a precision of 86%, indicating a
substantial accuracy in identifying positive instances among the
predicted positives as shown in Table 1. However, a relatively
lower recall of 62% suggests a proportionately higher likelihood
of missing true positive instances. This trade-off is reflected in
the F-Score of 72%, portraying a balanced performance. The
overall accuracy, standing at 78.4%, underscores the classifier's
proficiency in accurate classification, albeit with room for
improvement in capturing all positive instances.

4. Random Forest Classifier Evaluation

Conversely, the Random Forest classifier showcases a precision
of 71%, denoting a significant proportion of correctly identified
positive instances among the predicted positives. Impressively,
the recall metric at 83.44% signifies a meticulous capture of true
positive instances, highlighting the classifier's sensitivity. The
resulting F-Score of 76% reflects a harmonious balance between
precision and recall. Notably, the classifier achieves a
noteworthy accuracy of 89.48%, positioning it as a formidable
contender in accurately predicting accident occurrences in both
urban and rural settings.

5. Contribution to the Field

This research significantly contributes to the field by pioneering
the application of dark data in accident prediction models,
thereby advancing the paradigm of data utilization. The
incorporation of previously unexplored information enhances the
granularity and comprehensiveness of predictive models,
consequently elevating accuracy rates.

The improvement from an accuracy rate of 78.4% to 89.48%
underscores the efficacy of leveraging dark data. The substantial
enhancement in accuracy, translating to a more precise prediction
of accidents in urban and rural contexts, holds paramount
implications for decision-makers and urban planners alike. This
research not only optimizes existing predictive models but also
sets a precedent for future endeavors seeking to unlock latent
potential in unutilized datasets.

This research underscores the transformative potential of
utilizing dark data for refining accident prediction models. The
precision, recall, and accuracy metrics serve as quantitative
evidence of the tangible benefits derived from incorporating
previously unexplored information. As we venture into an
era of data abundance, harnessing the latent insights within dark
data emerges as a pivotal strategy for enhancing decision-making
processes and advancing the accuracy of predictive models in

diverse domains.
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V. CONCLUSION AND FUTURE WORK

A. Conclusion

In conclusion, this research article provides a comprehensive
exploration of big data's intricate landscape, emphasizing its
foundational role across diverse domains and highlighting
challenges in data quality, storage, security, and analytics. The
study introduces and underscores the untapped potential of dark
data within organizational datasets, acknowledging its escalating
complexity. Recognizing the imperative need for strategic
interventions, the research navigates the complexities of dark
data, examining its definition, management, and proposing
optimized solutions. The introduced extraction method, utilizing
AdaBoost and Random Forest classifiers, showcases
transformative potential for precise predictions and uncovering
latent insights. With an 86% precision in pattern recognition for
AdaBoost and 89.48% accuracy for the Random Forest classifier,
this study pioneers dark data application in accident prediction,
setting a precedent for leveraging untapped datasets. The
proposed approach encompasses analysis, implementation, and
evaluation phases, addresses challenges in extracting insights
from dark data, emphasizing transformative potential for refining
predictive models and advancing decision-making processes.

B. Future Work

Future directions include extending the application of optimized
extraction  methods to  various domains,  fostering
interdisciplinary  collaboration, and  exploring ethical
considerations in harnessing the full potential of big and dark
data.
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