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Abstract : This research aims to evaluate the efficacy of a 

counselling program in fostering cybersecurity awareness among 

secondary school students in Riyadh Region's, Saudi Arabia. The 

program's impact on internet users within this specific population 

will be the primary focus. The sample comprised 30 secondary 

school students from Riyadh schools, evenly divided into an 

experimental group (n=15) and a control group (n=15).  A 

cybersecurity awareness test developed by Noura Al-Sanea et al. 

(2020) was employed.  An indicative program designed to 

cultivate cybersecurity awareness was implemented.  The results 

revealed statistically significant differences (p<0.001) between 

pre- and post-test scores on the cybersecurity awareness test 

within the experimental group following the program's 

application. These differences favored the post-test scores, 

indicating the program's effectiveness. While the study identified 

statistically significant differences (p < 0.001) on the post-

cybersecurity awareness test scores between the experimental 

and control groups, further analysis is needed to determine the 

direction of these differences.                                                                                                                  

Keywords: awareness of cyber security. Counselling Program.                                               

 Introduction : 
   Over the past decade, information technology has 

revolutionized the utilization of digital applications on 

communication devices, significantly simplifying various aspects 

of daily life. This transformation is evident in areas such as 

digital newspaper readership, the educational process, tourism, 

consumer behavior, and in offering support and 

recommendations to decision makers (Sabillon et al., 2021) . 

With the rapid advancement and widespread adoption of modern 

information technologies across various facets of life in all 

societies, cybersecurity threats have emerged as significant 

challenges, greatly impacting information security. Identifying 

the types of these threats has become increasingly difficult 

(Alzubaidi, 2021). 

   In their simplest form, these threats are unintentionally 

executed by individuals with technological skills. However, the 

severity escalates when carried out by malicious groups of 

hackers and terrorists who possess the expertise to attack 

information systems. These threats frequently result in social and 

economic losses for the affected communities. As the number of 

internet users continues to rise, the gravity of cyber threats also 

increases, making the pursuit of cybersecurity critically 

important (Bordoff et al., 2017) . 

Despite the expertise of many technology companies in 

combating cybersecurity threats, accurately cataloging these 

threats has become nearly impossible. The dynamic and ever-

evolving nature of these threats ensures that new forms 

continuously emerge..                                               

  The persistence of cybersecurity threats, even in the face of 

advanced technological countermeasures, has underscored a 

critical vulnerability: the human factor.  From a psychological 

perspective, security specialists now recognize that human 

behavior represents the weakest link in the cybersecurity chain.  

Psychology plays a vital role in mitigating cyber threats. 

Effective cybersecurity goes beyond just technology; it requires a 

focus on understanding human behavior and psychology.  After 

all, even the most sophisticated security systems cannot eliminate 

the risk of human error and social engineering tactics.  

This human factor also plays a significant role in cybercrime 

(Wiederhold et al., 2014). Psychologists can leverage their 

expertise to bolster cybersecurity by understanding the diverse 

psychological profiles of internet users.  This includes analyzing 

their risk assessment capabilities.  Research by Hadlington & 

Parsons (2017) underscores this point: only 23% of users 

effectively navigate real-world cybersecurity scenarios, and a 

mere 4% can handle over 90% of such situations. 

 Furthermore, the burgeoning accessibility of the internet 

coincides with a rise in adolescent internet usage.  This increased 

exposure unfortunately translates into a heightened vulnerability 

to cyber threats for this age group.                                                     

. 

   The rise of Generation Z (born between 2001 and 2013) merits 

mention in the context of cybersecurity awareness.  Often 

characterized as digital natives due to their immersion in the 

internet from a young age, this generation exhibits a high degree 

of technological fluency. However, research suggests a potential 

paradox: despite their familiarity with technology, Gen Z may be 

susceptible to certain online threats.  Factors contributing to this 

vulnerability could include their dependence on social media 

platforms and a possible lack of awareness regarding 

cybersecurity best practices. 
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The aforementioned considerations highlight the critical need to 

cultivate cybersecurity awareness and mitigate cyber threats to 

information security among internet users, particularly teenagers.   

 

 

   Training and guidance programs offer a promising solution.  

While the field of cyber psychology remains nascent, training 

programs designed to cultivate cybersecurity awareness have 

emerged.  These programs are rooted in research that identifies 

key psychological factors influencing success or failure in 

achieving cybersecurity (Bordoff et al., 2017).                                              

  This recognition of the human element in cybersecurity 

vulnerabilities has driven researchers to explore the potential of 

psychological counselling techniques.  These techniques aim to 

mitigate the severity of cyber threats by fostering a heightened 

awareness of the diverse cyber risks faced by internet users, 

particularly teenagers..                                                                                                                          

   The contemporary world is experiencing a confluence of 

factors: rapid advancements in communication technologies, 

ubiquitous internet access, and a flourishing digital information 

exchange. Unfortunately, this interconnectedness coincides with 

a rise in cyberwarfare, mirroring traditional warfare but with 

digital weapons. Cyberattacks have become as commonplace as 

internet usage itself.  In fact, their frequency is demonstrably 

increasing, as evidenced by news reports and academic research 

highlighting a surge in the volume and diversity of attacks and 

cybercrimes.  A significant contributing factor to this alarming 

trend is the lack of user understanding and awareness regarding 

internet risks and appropriate mitigation strategies (Raineri & 

Resig, 2020). 

   It's important to acknowledge the specific context of this study: 

the Kingdom of Saudi Arabia. The nation has unfortunately 

witnessed significant infrastructure damage due to cyberattacks.  

The most prominent example is the series of attacks targeting 

Saudi Aramco, which disrupted its operations for a month.  This 

incident, considered the largest hack in history, involved 

malware that caused further malfunctions within the company in 

November 2016 and January 2017 (Ibrahim, 2021). 

   The Kingdom of Saudi Arabia has embraced a comprehensive 

cybersecurity strategy aligned with Vision 2030 and national 

strategic goals. This approach prioritizes the protection of its 

cyberspace and critical infrastructure, fostering a secure 

environment for achieving Vision 2030's objectives.  

   Furthermore, the strategy emphasizes the development and 

implementation of cybersecurity principles across all government 

agencies, private sectors, and society as a whole.  By fostering 

awareness and promoting responsible practices among 

individuals and entities, this collaborative approach strengthens 

the nation's cyber resilience (National Cybersecurity Authority, 

2021).  

   On a global scale, significant efforts are underway to combat 

internet risks and safeguard sensitive information.  These efforts 

prioritize the confidentiality, integrity, and availability of data in 

the face of the ever-present challenges of the digital age. 

Organizations worldwide have invested heavily in technological 

countermeasures for information security.  

   However, the success rate has been mixed.  This lack of 

complete protection, despite significant investment, suggests an 

over-reliance on solely technical solutions, which may be 

insufficient to address the evolving landscape of cyber threats 

(Raineri & Resig, 2020).                                    

 

                                            

    For a more nuanced understanding, it's crucial to acknowledge 

that a significant portion of information security incidents stem 

from the manipulation of human vulnerabilities. These human 

factors, whether directly or indirectly, contribute to the majority 

of cyberattacks.  Consequently, fostering individual information 

security awareness (ISA) emerges as a critical element in 

safeguarding against malicious activities (Khando et al., 2021) . 

    

    It's worth emphasizing that the human element remains the 

most vexing challenge for cybersecurity researchers and 

practitioners worldwide.  The vast majority of cyber incidents 

can be attributed to user behavior, with attackers actively 

exploiting these vulnerabilities.  This stark reality underscores 

the limitations of current technological information security 

measures (Raineri & Resig, 2020) . 

   Psychological research on cyberattacks highlights a critical 

factor in their success: the lack of awareness among many 

internet users regarding diverse online threats, often referred to 

as "electronic risks."  This deficiency in awareness often 

translates into a reluctance to adopt cybersecurity safeguards, 

ultimately compromising information security and confidentiality 

on their devices (Bada & Nurse, 2020; Halevi et al., 2016; 

Odemis et al., 2022; Seigfried-Spellar et al., 2015) . 

   Given this reality, cultivating cybersecurity awareness has 

become an imperative. This is demonstrably evident in the 

growing emphasis organizations place on enhancing such 

awareness.  By fostering this awareness, individual and 

organizational attitudes shift, leading to a deeper understanding 

of the importance of security and the potential consequences of 

cyber threats.   

  In the realm of information and communication technology 

security, awareness is paramount.  A user's actions can have far-

reaching consequences for the entire organization. As Yunus et 

al. (2016) point out, an unaware user, particularly one in a 

position of authority, can inflict serious damage . 

   It is noteworthy that the researcher's attention was drawn to a 

scientific report indicating that teenagers of both sexes constitute 

the largest age group using the Internet in the context of the 

current study. According to the results of a Saudi study 

conducted by Al-Ruwais (2013), the percentage of internet use 

among Saudi teenagers is significant. These young users often 

utilize the internet ahead of schedule, driven by advancements in 

communication technology and social networking platforms. 

Consequently, the field of smartphones and computers has 

witnessed a high level of technological development . 

   Recent data indicate that American high school adolescents are 

most frequently cyber-victimized on social networking sites 

(62%) and through text messages or other messaging platforms 

(40%) (Waasdorp & Bradshaw, 2015). From this perspective, it 

http://xisdxjxsu.asia/


Journal of Xi’an Shiyou University, Natural Science Edition                                                                                                         ISSN: 1673-064X 
  

http://xisdxjxsu.asia                                                   VOLUME 19 ISSUE 12 NOVEMBER 2023                                                          1935-1943 
 

 
 

has become essential to develop programs aimed at increasing 

cybersecurity awareness.                                                                                              

   Given the complexity of cyber threats and their psychological 

and social consequences, it is crucial to consider the challenges 

hindering the improvement of information security behaviors 

among citizens, consumers, and employees. To enhance the 

effectiveness of cybersecurity programs, addressing these 

challenges from a psychological perspective is essential. 

Understanding how individuals perceive cyber risks is paramount 

and necessitates effective awareness campaigns.  

    These campaigns should aim to foster comprehension and 

adherence to the advice of cybersecurity professionals, thereby 

cultivating a desire to change behaviors and intentions among 

internet users. This approach goes beyond merely providing 

information about cyber risks, employing persuasion techniques 

such as "fear appeals," which are widely used in cybersecurity 

awareness development studies (Tosun et al., 2020) . 

   Additionally, the findings and recommendations of several 

previous studies have underscored the importance of 

cybersecurity and the necessity of educating internet users to 

protect their data and maintain a secure environment free 

from hacking, espionage, and blackmail. Notable studies in 

this regard include those by Al-Muntashari and Hariri (2020), 

Al-Qaisi (2020), Ibrahim (2021), Richardson et al. (2020), 

Sayegh (2018), and Al-Qahtani ,2018).                                          

   Recently, researchers at the Western level have focused on 

the proliferation of training programs aimed at enhancing 

cybersecurity awareness. These programs aim to identify key 

factors that contribute to achieving cybersecurity or its failure. 

Successful implementation can lead to behavioral changes 

among users, improving their security practices. Noteworthy 

studies in this area include those by Proctor (2016), Banfield 

(2016), and Chang & Coppel    (2020 .)  

    Although there is considerable interest in specialized scientific 

journals regarding training and outreach programs aimed at 

enhancing cybersecurity awareness, relatively little attention has 

been directed towards local and Arab studies in this field . 

In recognizing the significance of this issue, the importance of 

fostering cybersecurity awareness among the primary 

demographic using the internet, specifically teenagers, becomes 

evident. However, studies focusing on samples of teenagers 

within the Arab and local communities are scarce, as far as 

current knowledge extends. The fundamental question addressed 

by the two researchers in this study revolves around assessing the 

effectiveness of a guidance program aimed at enhancing 

cybersecurity awareness among secondary school students in 

Riyadh. 

   Therefore, the researchers propose to investigate the 

effectiveness of a counselling program in enhancing cyber 

security awareness among secondary school students in Riyadh 

Region's who use the internet. The study is based on the 

following hypotheses: 

H0.1: There are statistically significant differences in the average 

scores of the experimental group on the pre- and post-scale cyber 

security awareness test following the counselling program . 

H0.2: There are no statistically significant differences in the 

average scores of the experimental group members and the 

control group members on the cyber security awareness scale 

after implementing the counselling program . 

 

H0.3: There are no statistically significant differences in the 

average scores of the experimental group members on the cyber 

security awareness test between the post-program assessment and 

the follow-up assessment (one month later) after implementing 

the counselling program . 

 

The study’s objectives                                                                                                     

The current study aims to: 
1-Evaluate the effectiveness of a counselling program in 

enhancing cyber security awareness among adolescent 

secondary school students in Riyadh . 
2- Assess the sustained effectiveness of the proposed counselling 

program in developing cyber security awareness among 

adolescent secondary school students in Riyadh schools one 

month after program implementation. 

                                                     . 
Table 1 experimental design 

Methodology:                                                                                                                                                                                                                                        
A semi-experimental approach was adopted.                                                                     

Sample :                                                                                                                               

The study included two samples: 
A) Exploratory Sample: This sample comprised 109 adolescents 

from the third year of secondary school in schools located in city, 

with an average age of 18.5 years. This sample was selected to 

assess the psychometric properties of the cyber security 

awareness scale. The schools from which participants were 

drawn are detailed in the following table . 
B) Counselling Intervention Sample: This sample consisted of 

participants who met the study's inclusion criteria, which 

included regular students in their third year of secondary school 

and those who had scored low on the cyber security awareness 

test. The intervention sample used for the counselling program 

included 30 individuals, comprising 15 students in the 

experimental group and 15 in the control group ... 

Data Collection Tools:                                                                                                    
   The Cyber Security Awareness Scale, developed by Noura Al-

Sanea and colleagues (2020), consists of 30 items organized into 

two dimensions. The first dimension assesses awareness of the 

concept of cyber security with 7 items, while the second 

dimension covers methods for maintaining information security 

with 23 items. The scale retains its original structure and has 

demonstrated strong psychometric properties, including 

reliability and validity. Validity was confirmed through face 

validity and internal consistency during its development by the 

authors.  

 

 

Repeated- -
test  - 

test- Independent 

Counsvariable(

program) elling 

test- Groups 

There is No 

Repeated- 

Scale 

Post-
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 Not applied

program 
test-Pre Experimental 

Post-test Pre-test Control 
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    Regarding reliability, the Cyber Security Awareness Scale was 

assessed using Cronbach's alpha coefficient, which yielded a 

value of 0.91, indicating high internal consistency. The scale 

employs a five-point Likert-type response format with options 

ranging from "completely applies" to "does not apply 

completely," scored from 1 to 5. 
Counselling Program:  

   The program is operationally defined as a structured set of 

instructions, information, experiences, and relevant skills 

delivered within a specific framework. Its purpose is to enhance 

cyber security awareness and equip individuals with the 

necessary skills and experiences to navigate this domain 

effectively . 

The Goal of the Program :  
   This program aims to foster cyber security awareness among 

teenagers, with multiple objectives. It seeks to impart a 

comprehensive understanding of cyber security and its 

significance, educate teenagers about various cyber threats, and 

teach methods for safeguarding information on computers . 

Statistical analysis was performed using SPSS version 24. The 

Mann–Whitney test was employed to evaluate the first and 

second hypotheses, while the Wilcoxon signed-rank test was 

utilized to assess the third hypothesis. 

The Study’s Variables : 

    The study investigates if a cybersecurity counselling program 

(independent variable) increases awareness of cybersecurity 

(dependent variable) . 

Results: 

    The Effectiveness of a Counselling Program in Enhancing 

Cybersecurity Awareness 

Statistically significant differences were observed in the average 

scores of the experimental group on the cybersecurity awareness 

test between the pre- and post-intervention assessments. The 

Wilcoxon Signed Ranks Test was employed to evaluate these 

differences, and the results are presented in Table 2 . 

According to Table 2, there were statistically significant 

differences at the 0.001 significance level between the pre- and 

post-intervention scores on the cybersecurity awareness test. 

These differences favored the post-intervention assessment, 

indicating the effectiveness of the counselling program.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Rank test for-Table 2. The results of Wilcoxon Signed

in the experimental group cyber security. of awareness 
Cyber  dimensions of

security Awareness 

Scale 

N Mean 
Rank 

Sum of 
Ranks 

Z P 

Awarenes
s of the 

concept of 
cyber 

security 

Negativ
e Ranks 

9 6.89 62.00 -2.585 .010 

Positive 
Ranks 

2 2.00 4.00  

Ties c4 

Total 15 .001 

Ways to 

keep 

informatio

n secure 

Negativ

e Ranks 

0a .00 .00 -
3.414- 

Positive 

Ranks 

15b 8.00 120.00 

Ties 0c 

Total 15 

 

 

Comparison of Cybersecurity Awareness Between 

Experimental and Control Groups 

No statistically significant differences were found in the ranks of 

the average scores between the experimental and control groups 

on the cybersecurity awareness scale following the 

implementation of the counselling program. The Mann-Whitney 

Test was conducted to evaluate this hypothesis, and the results 

are presented in Table 3 . 

   According to Table 3, statistically significant differences were 

observed at the 0.001 significance level between the scores of the 

experimental and control groups on the cybersecurity awareness 

test after the application of the counselling program. These 

differences favored the experimental group, demonstrating the 

program's effectiveness.                                                      .Table 

3. Mann-Whitney U test pre-test results of awareness of cyber 

security in the control and the experimental group 

 
P z Sum 

of 
Ranks 

Mean 
Rank 

N Groups dimensions 

Cyber  of

security 

Awareness 

Scale 

.004 -
2.891- 

301.00 20.07 15 Experimental 
Group 

Awareness 
of the 

concept of 
cyber 

security 

164.00 10.93 15 Control 
Group 

0.00 -4.691   30 Total 

120.00 8.00 15 Experimental 
Group 

Ways to 
keep 

information 
secure 

345.00 23.00 15 Control 
Group 

  30 Total 

Sustained Effectiveness of the Counselling Program on 

Cybersecurity Awareness 
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    No statistically significant differences were found in the 

average scores of the experimental group members on the 

cybersecurity awareness test between the post-intervention 

assessment and the follow-up assessment conducted one month 

later. The Wilcoxon Signed Ranks Test was used to evaluate this 

hypothesis, and the results are shown in Table 4 . 

 

  Table 4 indicates that there are no statistically significant 

differences between the post-intervention and follow-up 

measurements in cybersecurity awareness across its various 

dimensions. 

Table 4. The significant differences between Mean Rank 

using the Wilcoxon test to detect the differences between the 

post measurement and follow-up of the experimental group 

on awareness of cyber security 
P z 

Sum of 

Ranks 

Mean 

Rank 

N Groups dimension

s of Cyber 

security 

Awarenes

s Scale 

.102 -

1.633 
17.50 3.50 5 Experiment

al sample 

posttest 

Awarenes
s of the 

concept of 

cyber 
security 

3.50 3.50 1 Experiment

al sample 
follow-up 

test 

0.763  

-.302 
  9c Total 

15 Experiment

al sample 

posttest 

Ways to 

keep 

informatio
n secure 20.00 4.00 5d Experiment

al sample 

follow-up 

test 

16.00 5.33 3e Total 

Discussion: 
The results of the first hypothesis reveal statistically significant 

differences at the 0.001 significance level between the pre- and 

post-intervention scores on the cybersecurity awareness test. 

Specifically, the post-intervention scores of the experimental 

group were significantly higher than their pre-intervention 

scores. This outcome aligns with the anticipated direction, 

indicating an improvement in cybersecurity awareness following 

the application of the counselling program.                                                                                   

    This signifies an improvement in cybersecurity awareness 

among the experimental group members following the 

implementation of the counselling program. This result alone 

confirms the program's effectiveness in enhancing cybersecurity 

awareness. It suggests that the counselling program successfully 

provided the experimental group members with the opportunity 

to learn about cybersecurity . 

   The integrated activities in the current program related to 

information security have proven effective in enhancing 

protection and education about cybersecurity. This includes 

educational videos about cybersecurity dangers and threats, along 

with instructions for maintaining cybersecurity. The positive 

participation of students in the counselling program significantly 

contributed to their awareness of maintaining a safe electronic 

environment. By following the necessary procedures to secure 

information and continuously implementing these practices, 

students developed a greater understanding of cybersecurity . 

 

 

 

 

 

   This result aligns with Ibrahim's (2021) study, which found a 

statistically significant difference at the 0.05 level between the 

average scores of participants in the pre- and post-application of 

the awareness scale, favoring the post-application. Similarly, 

Metwally's (2021) study revealed a positive, statistically 

significant correlation between the frequency of exposure to 

cybersecurity videos on YouTube and the level of cybersecurity 

awareness among respondents. 

    The current findings are consistent with those of Bada and 

Surse (2020), which demonstrated the effectiveness of a training 

program in enhancing cybersecurity-related thinking and cultural 

practices. Similarly, Chang and Coppel (2020) found that a 

training program successfully increased cybersecurity awareness 

among bank employees. However, the current results contradict 

those of Banfield (2016), which found no significant impact of a 

cybersecurity awareness program on changing security behaviors 

among workers, and Proctor (2016), which concluded that a 

training program did not effectively develop cybersecurity 

awareness.   

   Regarding the second hypothesis, the results indicate 

statistically significant differences at the 0.001 significance level 

between the scores of the experimental and control groups on the 

cybersecurity awareness test following the implementation of the 

counselling program. Specifically, the scores of the experimental 

group members were higher than those of the control group. This 

outcome is attributed to the positive impact of the counselling 

program, which involved a series of structured, organized, and 

sequentially timed sessions. These sessions utilized various 

techniques such as lectures, discussions, dialogues, 

brainstorming, and workshops aimed at enhancing cybersecurity 

awareness. 

     Conversely, these techniques offered valuable opportunities 

and practical experiences that the experimental group members 

encountered during their participation in the program. They 

acquired essential practices for maintaining information security 

and understanding various cyber threats. Active engagement 

characterized their involvement in the counselling sessions, 

where they not only received information but also actively 

practiced and interacted in a scholarly manner under the 

researcher's supervision and guidance . 

.    This finding aligns with several studies, such as Bicak et al. 

(2015), which identified differences in cybersecurity levels 

between control and experimental groups of graduate students. 

Similarly, it corresponds with the conclusions of Li et al. (2020), 

which demonstrated the effectiveness of a program utilizing non-

formal education and educational portfolios in enhancing 

cybersecurity awareness.                                                        

   Regarding the discussion of the results from the third 

hypothesis, which showed no statistically significant differences 
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between the post-intervention and follow-up measurements in 

cybersecurity awareness across its various dimensions, this 

suggests that the program's impact persists in developing 

cybersecurity awareness among the members of the experimental 

group. Importantly, this effect was sustained between the 

immediate post-intervention assessment and the follow-up 

evaluation . 

 

 

   The techniques employed in the counselling program among 

the experimental group members contributed to enhancing their 

cybersecurity awareness. This program utilized methods such as 

dialogue, discussion, lectures, and videos across multiple 

sessions . 

      The sustained development of cybersecurity awareness 

among the experimental group can be attributed to the program's 

content, which covered topics such as cyber threats, information 

security practices, methods for preventing hacking, and 

understanding legal regulations related to cybercrimes and 

hacking. This comprehensive approach has significantly 

contributed to enhancing cybersecurity awareness within the 

experimental group.                                                         

Conversely, the sustained effectiveness of the program can be 

attributed to the researcher's role as a role model for students, 

fostering an environment characterized by friendliness, affection, 

familiarity, and enjoyment. Throughout the sessions, the 

researcher aimed to cultivate this atmosphere, which has 

contributed to the program's ongoing effectiveness. 

  One month after applying it to the experimental group.                                                 

     .In addition, this result is supported by what was indicated by 

the results of the studies of Al-Muntashari and Hariri 2020, Al-

Qahtani 2019, Al-Sahafi and Askoul 2019, , Sayegh 2018).                                                                                                                    

   The results of the first hypothesis indicate that there are 

statistically significant differences at the level of significance 

(0.001) between the scores of the pre- and post-measurements on 

the cyber security awareness test after applying the guidance 

program in the direction of the post-measurement: meaning that 

the scores of the experimental group members in the post-

measurement on the cyber security awareness test were higher. 

From the pre-measurement scores of the same group, this result 

came in the expected direction.                                                                                                               

    This represents an improvement in the level of awareness of 

cyber security among the members of the experimental group 

after implementing the guidance program. This result confirms - 

on its own - the effectiveness of the guidance program, and that it 

leads to improving the level of awareness of cyber security. This 

result can be interpreted that the guidance program has provided 

the opportunity The members of the experimental group have the 

opportunity to learn about   cyber  security.                                             

    Through the integrated activities provided in the current 

program related to information security; It enhances protection 

and education about cyber security, as well as providing 

educational videos about the dangers and threats of cyber 

security, and providing instructions for maintaining cyber 

security. The positive participation of students in the guidance 

program was also evident in developing their awareness of 

maintaining a safe electronic environment, by following the 

necessary procedures to secure information, and working to 

implement This is to work continuously, and this result was 

consistent with the results of Ibrahim’s study (2021).  

   

 

 

 

 

 

 

   Which resulted in a statistically significant difference at the 

level (0.05) between the average scores of the parameters in the 

pre- and post-applications of the awareness scale. In favor of 

post-application; And with the results of Metwally’s study 

(2021), which revealed the existence of a positive, statistically 

significant correlation between the rate of exposure of 

respondents to cyber security videos on YouTube, and their level 

of cyber security awareness.                                                                                                                             

    The current result is consistent with the results of the study 

(Bada & Surse, 2020), which revealed the effectiveness of a 

training program in enhancing practices related to thinking and 

culture related to cyber security, and with the results of the study 

(Chang & Coppel, 2020), which revealed the ability of a training 

program;  To enhance cyber security awareness among bank 

workers. On the other hand, the current result contradicts the 

results of the study (Banfield, 2016), which revealed that there is 

no significant effect of implementing a cyber security awareness 

program in changing security behaviors among workers. With 

the results of the study (Proctor, 2016), which concluded that the 

effectiveness of a training program for developing cyber security 

awareness was not achieved.                                                                                              

   Regarding the second hypothesis, its results show that there are 

statistically significant differences at the level of significance 

(0.001) between the scores of the experimental and control 

groups on the cyber security awareness test after applying the 

guidance program in the direction of the experimental group: 

meaning that the scores of the experimental group members on 

the cyber security awareness test were higher than the control 

group’s scores. We attribute this result to the positive impact of 

the counselling program based on a group of planned, organized, 

and time-sequential sessions, mediated by the use of several 

techniques; With the aim of developing awareness of cyber 

security, these techniques include: lecture, discussion, dialogue, 

brainstorming, and workshop.                                                                                            

     On the other hand, these techniques provided appropriate 

opportunities and live experiences that the experimental group 

members lived throughout their attendance in the program, and 

they acquired a set of practices that were necessary to maintain 

information security and awareness of various cyber threats. The 

experimental group members also actively participated in the 

counselling sessions, so they were not only recipients, but they 

also practiced and interacted directly through scientific 

performance under the supervision and guidance of the 

researcher.                                                          

  This result is consistent with many studies: including the study 

(Bicak et al., 2015), which concluded that there are differences 

between the control and experimental group of graduate students 
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in the level of cyber security. This result is consistent with the 

results of the study (Li et al., 2020), which concluded To the 

effectiveness of a program based on non-formal education and 

portfolios Educational in developing awareness of cyber security.    

  

 

 

 

 

 

                                                                                                               

   As for discussing the results of the third hypothesis, which 

indicated that there were no statistically significant differences 

between the post and follow-up measurements in awareness of 

cyber security in its various dimensions, this indicates that the 

program’s effect remains in developing awareness of cyber 

security among members of the experimental group and that this 

effect does not disappear between the two post and follow-up 

applications.                                                                                                               

It can be said that the techniques of the guidance program among 

the experimental group members contributed to developing their 

awareness of cyber security. Through the guidance program 

based on the techniques of dialogue, discussion, lecture and 

video in various sessions. 

                                                                                                        

      The continued impact of the program in developing 

awareness of cyber security among the experimental group is due 

to the content of the program in which they were trained, and the 

information it included regarding cyber threats, how to maintain 

information security, ways to prevent hacking, and knowledge of 

legal legislation for cybercrimes and hackings. All of this has 

contributed to the development of Awareness of cyber security 

among the experimental group.                                                               

 Furthermore, the sustained effectiveness of the program is 

attributed to the researcher's role as a model for students, 

fostering an environment characterized by friendliness, affection, 

familiarity, and enjoyment. This supportive atmosphere was 

maintained throughout the sessions, contributing to the program's 

continued effectiveness one month after its implementation with 

the experimental group . 

Moreover, this finding is corroborated by the results of studies 

conducted by Al-Muntashari and Hariri (2020), Al-Qahtani 

(2019), Al-Sahafi and Askoul (2019), and Sayegh (2018 ) . 

Recommendations:                                                                                                          

In light of the current results, the study recommends the 

following:   

1-Activating the role of guidance and training programs that aim 

to develop awareness of the principles of dealing with the 

Internet, social networking sites and the dangers of the Internet 

for different age groups of its users. 

2-Integrating cyber security into curricula   in schools and 

universities.  

3-Increasing psychological research and studies on psychological 

factors (cognitive and mood) and clarifying their role in 

maintaining the security of cyber information                               .

  4-  Conducting courses for cyber security personnel on raising 

awareness of the human factors responsible for an individual’s 

cyber threats, as well as the human factors behind not 

maintaining information security. 

 5-Awareness and training programs in the field of cyber security 

can be part of national security, and must be well organized to 

provide people with basic knowledge of cyber security, by 

focusing on educational environments and periodically analyzing 

the security awareness of Internet users, mediated by a 

comprehensive plan for security awareness and training.   
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